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Chapter 1. Introduction

“In thebeginning, thefile waswithout form, andvoid; andemptinessvasuponthefaceof thebits. And the
Fingersof the Author moved uponthefaceof thekeyboard.And the Author said,Let therebewords,andthere
werewords.”

This manualthe Linux SystemAdministrators’Guide,describeshe systemadministratioraspect®of
usingLinux. It is intendedfor peoplewho know next to nothingaboutsystemadministrationasin
“what is it?"), but who have alreadymasteredt leastthe basicsof normalusage This manualalso
doesnt tell you how to install Linux; thatis describedn the InstallationandGetting Starteddocument.
Seebelow for moreinformationaboutLinux manuals.

Systemadministratioris all thethingsthatonehasto do to keepa computersystemin a useableshape It
includesthingslik e backingup files (andrestoringthemif necessaryjnstallingnew programsgreating
accountdor userganddeletingthemwhenno longerneeded)makingcertainthatthefilesystemis not
corruptedandsoon. If acomputemwere,say a house systemadministrationwvould be called
maintenanceandwould includecleaning fixing brokenwindows, andothersuchthings. System
administratioris not calledmaintenancehecausehatwould betoo simple.*

Thestructureof this manualis suchthatmary of the chaptershouldbe usableindependentlysothatif
you needinformationabout,say backupsyou canreadjust thatchapter This hopefully makesthebook
easierto useasareferencananualandmalesit possibleto readjust asmallpartwhenneededinstead
of having to readeverything.However, this manualis first andforemosta tutorial, anda reference
manualonly asalucky coincidence.

This manualis notintendedo be usedcompletelyby itself. Plentyof therestof the Linux
documentatiofis alsoimportantfor systemadministratorsAfter all, a systemadministratoiis justauser
with specialprivilegesandduties.A very importantresourcearethe manualpageswhich shouldalways
be consultedvhena commands notfamiliar.

While this manualis targetedat Linux, a generaprinciple hasbeenthatit shouldbe usefulwith other
UNIX basedperatingsystemsaswell. Unfortunately sincethereis somuchvariancebetweerdifferent
versionsof UNIX in generalandin systemadministratiorin particular thereis little hopeto coverall
variants.Evencoveringall possibilitiesfor Linux is difficult, dueto the natureof its development.

Thereis no oneofficial Linux distribution, sodifferentpeoplehave differentsetupsandmary people
have a setupthey have built upthemseles. This bookis nottargetedat any onedistribution, eventhough
| usethe DebianGNU/Linux systemalmostexclusively. Whenpossible] have tried to point out
differencesandexplain severalalternatves.

| have tried to describehow thingswork, ratherthanjustlisting “fi ve easysteps”for eachtask. This
meanghatthereis muchinformationherethatis not necessaryor everyone but thosepartsaremarked
assuchandcanbe skippedif you usea preconfiguregdystem.Readingeverythingwill, naturally
increaseyour understandingf the systemandshouldmake usingandadministeringt morepleasant.



Chapterl. Introduction

Like all otherLinux relateddevelopmentthework wasdoneon a volunteerbasis:| did it becausé
thoughtit mightbefun andbecause felt it shouldbedone.However, like all volunteemwork, thereis a
limit to how mucheffort | have beenableto spendandalsoon how muchknowledgeandexperiencd
have. This meanghatthe manualis not necessarilyasgoodasit would beif awizardhadbeenpaid
handsomelyo write it andhadspenta few yearsto perfectit. | think, of coursethatit is prettynice,but
bewarned.

Oneparticularpointwherel have cut cornersis thatl have not coveredvery thoroughlymary thingsthat
arealreadywell documentedh otherfreely availablemanuals This appliesespeciallyto program
specificdocumentationsuchasall the detailsof usingmkfs}. | only describethe purposeof the
programandasmuchof its usageasis necessarfor the purpose®f this manual.For further
information,| referthe gentlereaderto theseothermanuals Usually, all of thereferredto documentation
is partof thefull Linux documentatiorset.

While | have tried to make this manualasgoodaspossible] wouldreally like to hearfrom youiif you
have ary ideason how to makeit better Badlanguagefactualerrors,ideasfor new areago cover,
rewritten sectionsjnformationabouthow variousUNIX versionsdo things,| aminterestedn all of it.
My contactinformationis availablevia the World Wide Web at http://www.iki.fi/liw/mail-to-lasu.html.

Many peoplehave helpedmewith this book,directly or indirectly. | would lik e to especiallythankMatt
Welshfor inspirationandLDP leadershipAndy Oramfor gettingmeto work againwith much-\alued
feedbackOlaf Kirch for shaving methatit canbe done,andAdamRichterat Yggdrasilandothersfor
shaving methatotherpeoplecanfind it interestingaswell.

StephenTweedie H.~PeterAnvin, RVemy Card, TheodoreT s’o, and Stephermweediehave let me
borrow their work (andthusmake the booklook thickerandmuchmoreimpressie): acomparison
betweerthe xia andext2 filesystemsthe device list anda descriptionof the ext2 filesystem.Thesearent
partof thebookarny more.l ammostgratefulfor this, andvery apologetidfor the earlierversionghat
sometimedacked properattribution.

In addition,l would lik e to thankMark Komarinskifor sendinghis materialin 1993andthe mary system
administratiorcolumnsin Linux Journal.They arequiteinformative andinspirational.

Many usefulcommentshave beensentby alarge numberof people.My miniatureblackhole of an
archive doesnt let mefind all their namesput someof themare,in alphabeticabrder: Paul Caprioli,
Ales Cepek Marie-FranceDeclerfayt, Dave Dobson Olaf Flebbe HelmutGeyer, Larry Greenfieldand
his father StepherHarris, Jyrki Havia, Jim Haynes,York Lam, Timothy Andrew Lister, JimLynch,
MichaelJ. Micek, JacobNavia, Dan Poirier, DanielQuinlan,JouniK SeppénerPhilippe Steindl,G.B.\
Stotte.My apologiego anyonel have forgotten.

META needto addtypographicatorventsionsandLDP blurb here.
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Chapterl. Introduction

The Linux Documentation Project

TheLinux DocumentatiorProject,or LDP, is alooseteamof writers, proofreadersandeditorswho are
working togetherto provide completedocumentatiorior the Linux operatingsystem.The overall
coordinatorof the projectis Greg Hankins.

This manualis onein a setof severalbeingdistributedby the LDP, includinga Linux Users’Guide,
SystemAdministrators'Guide,Network Administrators’Guide,andKernelHackers’ Guide. These
manualsareall availablein sourceformat,.dvi format,andpostscriptoutputby anorymousFTP from
sunsite.unc.edun thedirectory/ pub/ Li nux/ docs/ LDP.

We encouraganyonewith a penchanfor writing or editingto join usin improving Linux
documentationlf you have Internete-mailaccessyou cancontactGreg Hankinsat
<gregh@unsi te. unc. edu>.

Notes

1. Therearesomepeoplewhodocallit that,but that's justbecausehey have never readthis manual,
poorthings.

11



Chapter 2. Overview of a Linux System

“God looked over everythinghe hadmade ,andsaw thatit wasvery good.” (Genesisl:31)

This chaptemivesanoverview of aLinux system First,the major servicegrovidedby the operating
systemaredescribedThen,the programghatimplementtheseservicesaredescribedwvith a
considerabléack of detail. The purposeof this chapteiis to give anunderstandingf the systemasa
whole,sothateachpartis describedn detailelsavhere.

Various parts of an operating system

A UNIX operatingsystemconsistof a kernelandsomesystenprograms Therearealsosome
applicationprograms}for doingwork. Thekernelis the heartof the operatingsystem! It keepstrackof
files onthedisk, startsprogramsandrunsthemconcurrentlyassigngnemoryandotherresource$o
variousprocessegecevespacletsfrom andsendgacletsto the network, andsoon. Thekerneldoes
verylittle by itself, but it providestoolswith which all servicescanbebuilt. It alsopreventsanyonefrom
accessinghe hardwaredirectly, forcing everyoneto usethetoolsit provides. This way thekernel
providessomeprotectionfor usersfrom eachother Thetoolsprovidedby thekernelareusedvia system
calls; seemanualpage section2 for more informationonthese

The systemprogramsausethetools providedby thekernelto implementthe variousservicesequired
from anoperatingsystem.Systemprogramsandall otherprogramsyun ‘on top of thekernel’,in what
is calledtheusermode Thedifferencebetweersystemandapplicationprogramss oneof intent:
applicationsareintendedfor gettingusefulthingsdone(or for playing,if it happengo beagame),
whereasystemprogramsareneededo getthe systemworking. A word processois anapplication;
telnet is a systemprogram.The differenceis often someavhatblurry, however, andis importantonly to
compulsve categorizers.

An operatingsystemcanalsocontaincompilersandtheir correspondindjbraries(GCCandtheC library
in particularunderLinux), althoughnotall programminganguageseedbe partof the operatingsystem.
Documentationandsometimegvengamesgcanalsobepartof it. Traditionally, the operatingsystem
hasbeendefinedby the contentsf theinstallationtapeor disks;with Linux it is notasclearsinceit is
spreadall overthe FTP sitesof theworld.

Impor tant parts of the kernel

TheLinux kernelconsistof severalimportantparts: processnanagementnemorymanagement,
hardwaredevice drivers filesystemdrivers,network managemengndvariousotherbits andpieces.
Figure2-1 shaovs someof them.

12



Chapter2. Overviav of a Linux System

Figure 2-1. Someof the moreimportant parts of the Linux kernel

User level programs _’-H

Normal programs

Kernel
System call interface
Virtual filesystem ‘ Memory ‘ Process Abstract network
management manager manager services (sockets
Various filesystet T(?P/ IP protocol
drivers drivers
[
‘ IDE harddisk ‘ Floppy disk ‘ Ethernet card
driver driver driver
Kernel
Hardware

) ) Ethernet card
IDE hard disk Floppy disk

Probablythe mostimportantpartsof the kernel(nothingelseworkswithout them)arememory
managemendndprocessnanagementMemory managemertakescareof assigningnemoryareasand
swap spaceareaso processeqartsof thekernel,andfor the buffer cache Processnanagementreates
processesandimplementamultitaskingby switchingthe active processon the processar

At thelowestlevel, the kernelcontainsa hardwaredevice driver for eachkind of hardwareit supports.
Sincetheworld is full of differentkinds of hardware,thenumberof hardwaredevice driversis large.
Thereareoftenmary otherwisesimilar piecesof hardwarethatdiffer in how they arecontrolledby
software. Thesimilaritiesmake it possibleto have generaklasse®f driversthatsupportsimilar
operationspachmemberof the classhasthe sameinterfaceto therestof the kernelbut differsin whatit
needdo doto implementhem. For example all disk driverslook alike to therestof thekernel,i.e., they
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Chapter2. Overviav of a Linux System

all have operationdik e ‘initialize thedrive’, ‘readsectorN’, and‘write sectorN’.

Somesoftwareserviceprovidedby the kernelitself have similar propertiesandcanthereforebe
abstractednto classesFor example thevariousnetwork protocolshave beenabstractednto one
programmingnterfacethe BSD socletlibrary. Anotherexampleis thevirtual filesysten{VFS) layer
thatabstractshefilesystemoperationsaway from theirimplementationEachfilesystemtype provides
animplementatiorof eachfilesystemoperation Whensomeentity triesto usea filesystemtherequest
goesvia the VFS, which routestherequesto the properfilesystemdriver.

Major services in a UNIX system

init

Logins

This sectiondescribesomeof themoreimportantUNIX servicesput withoutmuchdetail. They are
describednorethoroughlyin laterchapters.

Thesinglemostimportantservicein aUNIX systemis providedby init. init is startedasthefirst process
of every UNIX systemasthelastthing thekerneldoeswhenit boots.Wheninit starts,t continueshe
bootprocessy doingvariousstartupchores(checkingandmountingfilesystemsstartingdaemonsetc).

Theexactlist of thingsthatinit doesdepend®nwhich flavor it is; thereareseveralto choosefrom. init
usuallyprovidesthe conceptof singleusermode in which noonecanlog in androot usesa shellatthe
consoletheusualmodeis calledmultiusermode Someflavors generalizehis asrun levels singleand
multiusermodesareconsideredo betwo run levels,andtherecanbe additionalonesaswell, for
example,to run X ontheconsole.

In normaloperationjnit makessuregetty is working (to allow userdo log in), andto adoptorphan
processefprocessewhoseparenthasdied;in UNIX all processemustbein asingletree,soorphans
mustbe adopted).

Whenthe systemis shutdown, it is init thatis in chageof killing all otherprocessesjnmountingall
filesystemsandstoppingthe processaralongwith anything elseit hasbeenconfigurecto do.

from terminals

Loginsfrom terminals(via seriallines)andthe console(whennot runningX) areprovidedby the getty
program.init startsaseparaténstanceof getty for eachterminalfor whichloginsareto beallowed.
getty readsthe usernameandrunsthelogin programwhich readsthe passverd. If theusernamend
passwerd arecorrect,login runsthe shell. Whenthe shellterminatesi.e., the userlogsout, or when

14



Chapter2. Overviav of a Linux System

login terminatedbecausehe usernameandpassverd didn’t match,init noticesthis andstartsa new
instanceof getty. Thekernelhasno notionof logins,thisis all handledby the systemprograms.

Syslog

Thekernelandmary systemprogramsproduceerror, warning,andothermessagedt is oftenimportant
thatthesemessagesanbeviewedlater, evenmuchlater, sothey shouldbewrittento afile. Theprogram
doingthisis syslog It canbe configuredo sortthe messageto differentfiles accordingto writer or
degreeof importance For example kernelmessageareoftendirectedto a separatdile from the others,
sincekernelmessageareoftenmoreimportantandneedto bereadregularly to spotproblems.

Periodic command execution: cron and at

Both usersandsystemadministratoroftenneedto run commandgeriodically For example the system
administratomightwantto runacommando cleanthe directorieswith temporanyfiles (/ t np and

/ var / t np) from old files, to keepthedisksfrom filling up, sincenotall programscleanup after
themselescorrectly

Thecron serviceis setupto dothis. Eachuserhasacr ont ab file, whereheliststhe commandde
wantsto executeandthetimesthey shouldbe executed.The cron daemortakescareof startingthe
commandsvhenspecified.

Theat serviceis similarto cron, butit is onceonly: the commands executedat the giventime, but it is
notrepeated.

Graphical user interface

UNIX andLinux don't incorporatethe userinterfaceinto the kernel;instead they let it beimplemented
by userlevel programs.This appliesfor bothtext modeandgraphicalervironments.

Thisarrangementalkesthe systemmoreflexible, but hasthedisadwantagehatit is simpleto implement
adifferentuserinterfacefor eachprogrammakingthe systemharderto learn.

Thegraphicalervironmentprimarily usedwith Linux is calledthe X Window System(X for short). X
alsodoesnotimplementa userinterface;it only implementsawindow systemj.e., toolswith whicha
graphicaluserinterfacecanbeimplemented The threemostpopularuserinterfacestylesimplemented
over X areAthena,Motif, andOpenLook.

Networking

15



Chapter2. Overviav of a Linux System

Networking is the actof connectingwo or morecomputersothatthey cancommunicatevith each
other Theactualmethodsf connectingandcommunicatingareslightly complicatedput theendresult
is very useful.

UNIX operatingsystemsave mary networking features Most basicservicedfilesystemsprinting,
backupsgtc) canbe doneoverthe network. This canmalke systemadministratioreasiey sinceit allows
centralizedadministrationwhile still reapingin the benefitsof microcomputinganddistributed
computing,suchaslower costsandbetterfaulttolerance.

However, this bookmerelyglancesat networking; seethe Linux NetworkAdministators’ Guidefor
moreinformation,includingabasicdescriptionof how networksoperate.

Network logins

Network loginswork alittle differentlythannormallogins. Thereis a separatghysicalserialline for
eachterminalvia whichit is possibleto log in. For eachpersonloggingin via the network, thereis a
separateirtual network connectionandtherecanbearny numberof these ? It is thereforenot possible
to run a separatgetty for eachpossiblevirtual connection Therearealsoseveraldifferentwaysto log
in via anetwork, telnet andrlogin beingthe majoronesin TCP/IPnetworks.

Network loginshave, insteadof a herdof gettys, a singledaemorperway of loggingin (telnetand
rlogin have separatelaemonsjhatlistensfor all incominglogin attempts Whenit noticesone,it startsa
new instanceof itself to handlethatsingleattempt;ithe original instancecontinuego listenfor other
attempts.Thenew instanceworks similarly to getty.

Network file systems

Mail

Oneof the moreusefulthingsthatcanbe donewith networking servicess sharindfiles via a networkfile
systemTheoneusuallyusedis calledthe Network File Systemor NFS,developedby Sun.

With anetwork file systemary file operationgloneby a programon onemachinearesentoverthe
network to anothercomputer This fools the programto think thatall thefiles on the othercomputerare
actuallyon thecomputerthe programis runningon. This makesinformationsharingextremelysimple,
sinceit requiresno modificationsto programs.

Electronicmail is usuallythe mostimportantmethodfor communicatingzia computer An electronic
letteris storedin afile usinga speciafformat,andspecialmail programsareusedto sendandreadthe
letters.

16



Chapter2. Overviav of a Linux System

Eachuserhasanincomingmailbox(afile in the specialformat),whereall nex mail is stored.When
someonesenddmail, themail programlocateshe recever's mailboxandappendsheletterto the
mailboxfile. If therecever'smailboxis in anothemachinetheletteris sentto the othermachinewhich
deliversit to themailboxasit bestseedit.

Themail systemconsistof mary programs.The delivery of mail to local or remotemailboxesis done
by oneprogram(the mail transferagentor MTA, e.g.,sendmailor smail), while the programsusersuse
aremary andvaried(mail useragentor MUA, e.g.,pine or elm). The mailboxesareusuallystoredin
/var/spool / mai | .

Printing

Only onepersoncanusea printerat onetime, but it is uneconomicahotto shareprintersbetweerusers.
Theprinteris thereforemanagedy softwarethatimplementsa print queue all print jobsareputinto a
gueueandwheneertheprinteris donewith onejob, the next oneis sentto it automatically This
relievesthe usersfrom organizingthe print queueandfighting over control of the printer; 3

The print queuesoftwarealsospoolsthe printoutson disk, i.e., thetext is keptin afile while thejob isin
thequeue.This allows anapplicationprogramto spit outthe print jobs quickly to the print queue
software;theapplicationdoesnot have to wait until thejob is actuallyprintedto continue.This is really
corvenient,sinceit allows oneto print out oneversion,andnothave to wait for it to be printedbefore
onecanmake acompletelyrevisednew version.

The filesystem layout

Notes

Thefilesystemis dividedinto mary parts;usuallyalongthelinesof arootfilesystemwith / bi n, /1 i b,
/et c,/ dev, andafew others;a/ usr filesystemwith programsandunchanginglata;a/ var filesystem
with changingdata(suchaslog files); anda/ hone filesystemfor everyones personafiles. Depending
onthe hardwareconfigurationandthe decisionf the systemadministratorthe division canbe
different;it canevenbeall in onefilesystem.

Chapter3 describeghefilesystemlayoutin somedetail;the Linux FilesystentStandardtoversit in
someavhatmoredetail.

1. Infact,it is often mistalenly consideredo bethe operatingsystemitself, but it is not. An operating
systemprovidesmary moreserviceghanaplain kernel.

2. Well, atleasttherecanbe mary. Network bandwidthstill beinga scarceresourcethereis still some
practicalupperlimit to the numberof concurrentoginsvia onenetwork connection.
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3. Insteadthey form anew queueat the printer, waiting for their printouts,sinceno oneever seemso
beableto getthe queuesoftwareto know exactly whenanyone’s printoutis really finished.Thisis a
greatboostto intra-office socialrelations.
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Chapter 3. Overview of the Director y Tree

“ Two dayslater, therewasPooh,sitting on his branch danglinghis legs,andthere besidehim, werefour pots
of hongy...” (A.A.\ Milne)

This chapterdescribesheimportantpartsof a standard_inux directorytree,basedonthe FSSTND
filesystemstandardlt outlinesthe normalway of breakingthe directorytreeinto separatdilesystems
with differentpurposesandgivesthe motivationbehindthis particularsplit. Somealternative waysof
splitting arealsodescribed.

Background

This chapteris looselybasedn the Linux filesystenstandad, FSSTND versionl.2 (seethe
bibliography),which attemptdo seta standardor how thedirectorytreein aLinux systemis organized.
Sucha standardchasthe advantagethatit will be easierto write or port softwarefor Linux, andto
administerLinux machinessinceeverythingwill bein their usualplaces.Thereis no authoritybehind
the standardhatforcesanyoneto complywith it, but it hasgot the supportof most,if notall, Linux
distributions. It is notagoodideato breakwith the FSSTNDwithout very compellingreasonsThe
FSSTNDattemptdo follow Unix traditionandcurrenttrendsmakingLinux systemdamiliar to those
with experiencewith otherUnix systemsandvice versa.

This chaptelis notasdetailedasthe FSSTND.A systemadministratoishouldalsoreadthe FSSTNDfor
acompleteunderstanding.

This chapterdoesnot explain all files in detail. Theintentionis notto describeeveryfile, but to give an
overview of the systemfrom afilesystenmpoint of view. Furtherinformationon eachfile is available
elsavherein this manualor the manualpages.

Thefull directorytreeis intendedto be breakablénto smallerparts,eachon its own disk or partition, to
accomodate¢o disk sizelimits andto easebackupandothersystemadministration.Themajorpartsare
theroot,/ usr,/ var, and/ hore filesystemgqseeFigure3-1). Eachparthasa differentpurposeThe

directorytreehasbeendesignedsothatit workswell in a network of Linux machinesvhich mayshare
somepartsof thefilesystemsveraread-onlydevice (e.g.,a CD-ROM), or over the network with NFS.
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Figure 3-1. Parts of a Unix dir ectory tr ee.Dashedlines indicate partition limits.
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Therolesof the differentpartsof thedirectorytreearedescribedelow.

« Therootfilesystemis specificfor eachmaching(it is generallystoredon alocal disk, althoughit could
be aramdiskor network drive aswell) andcontainghefiles thatarenecessaryor bootingthe system
up, andto bringit up to sucha statethatthe otherfilesystemsnay be mounted.The contentf the
rootfilesystemwill thereforebe sufficientfor the singleuserstate.lt will alsocontaintoolsfor fixing a
brokensystemandfor recoveringlostfiles from backups.

« The/ usr filesystemcontainsall commandslibraries,manualpagesandotherunchangindiles
neededuringnormaloperation.No filesin / usr shouldbe specificfor ary givenmachinenor
shouldthey be modifiedduring normaluse.This allows thefiles to be sharedover the network, which
canbe cost-efective sinceit savesdisk spacgtherecaneasilybe hundredof megabytesn / usr),
andcanmalke administratioreasiefonly themaster usr needgo be changedvhenupdatingan
application,noteachmachineseparately)Evenif thefilesystemis onalocal disk, it couldbe
mountedread-onlyto lesserthe chanceof filesystemcorruptionduringacrash.

. The/ var filesystemcontaingfiles thatchange suchasspooldirectoriegfor mail, news, printers,etc),
log files, formattedmanualpagesandtemporaryfiles. Traditionallyeverythingin / var hasbeen
somavherebelow / usr , but thatmadeit impossibleto mount/ usr read-only

« The/ hore filesystemcontainghe users’homedirectoriesj.e., all therealdataon the system.
Separatindiomedirectoriesto their own directorytreeor filesystemmalkesbackupsasierthe other
partsoftendo nothave to bebacledup, or at leastnot asoften (they seldomchange) A big/ hone
might have to be brokenon severalfilesystemswhich requiresaddingan extra naminglevel below
/ home, e.g.,/ hone/ st udent s and/ hore/ st af f .

Althoughthedifferentpartshave beencalledfilesystemsabore, thereis norequirementhatthey
actuallybeon separatdilesystemsThey couldeasilybekeptin asingleoneif thesystemis asmall
single-usesystemandthe userwantsto keepthingssimple. Thedirectorytreemight alsobe divided
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into filesystemdlifferently, dependingon how largethe disksare,andhow spacds allocatedfor various
purposesTheimportantpart,though,is thatall the standarchameswork; evenif, say / var and/ usr
areactuallyon the samepartition,thenamed usr /i b/ I i bc. a and/ var/ | og/ nessages mustwork,
for exampleby moving filesbelow / var into/ usr/ var, andmaking/ var asymlinkto/ usr/ var.

The Unix filesystemstructuregroupsfiles accordingto purposej.e., all commandsrein oneplace,all
datafilesin anotherdocumentatiotin athird, andsoon. An alternatve would beto groupfilesfiles
accordingto the programthey belongto, i.e., all Emacsfiles would bein onedirectory all TeXin
anotherandsoon. The problemwith thelatterapproachs thatit makesit difficult to sharefiles (the
programdirectoryoftencontainsboth staticandshareabl@ndchangingandnon-shareabléles), and
sometimego evenfind thefiles (e.g.,manualpagesn a hugenumberof placesandmakingthe manual
pageprogramdind all of themis amaintenancaightmare).

The root filesystem

Therootfilesystemshouldgenerallybe small,sinceit containsvery critical files anda small,
infrequentlymodifiedfilesystemhasa betterchanceof not gettingcorrupted.A corruptedroot filesystem
will generallymeanthatthe systembecomesinbootablexceptwith speciaimeasurege.g.,from a
floppy), soyou don't wantto risk it.

Theroot directorygenerallydoesnt containary files, exceptperhapghe standardootimagefor the
systemusuallycalled/ v i nuz. All otherfiles arein subdirectoriesn theroot filesystems:
/bin

Commandsieededduring bootupthatmight be usedby normalusers(probablyafterbootup).

/sbin

Like/ bi n, butthe commandsarenotintendedfor normalusersalthoughthey may usethemif
necessanandallowed.

/etc

Configuratiorfiles specificto the machine.

/ r oot

Thehomedirectoryfor usertexttt{root}.
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/lib
Sharedibrariesneededy the programsontherootfilesystem.
/1'i b/ modul es

Loadablekernelmodules especiallythosethatareneededo bootthe systenwhenrecoveringfrom
disasterge.g.,network andfilesystemdrivers).

/ dev

Devicefiles.

/tp

Temporanyfiles. Programsunningafterbootupshoulduse/ var / t np, not/ t np, sincetheformer
is probablyon adisk with morespace.

/ boot

Filesusedby thebootstradoader e.g.,LILO. Kernelimagesareoftenkepthereinsteadof in the
rootdirectory If therearemary kernelimagesthedirectorycaneasilygrow ratherbig, andit might
bebetterto keepit in a separatdilesystem.Anotherreasonwould beto make surethekernel
imagesarewithin thefirst 1024 cylindersof anIDE disk.

/ nmt

Mount point for temporarymountsby the systemadministrator Programsarent supposedo mount
on/ mt automatically/ mt mightbedividedinto subdirectoriege.g.,/ mt/ dosa mightbethe
floppy drive usinganMS-DOSfilesystemand/ mt / ext a mightbethe samewith anext2
filesystem).

/ proc,/usr,/var,/honme

Mount pointsfor the otherfilesystems.

The / et ¢ director y

The/ et c directorycontainsalot of files. Someof themaredescribedelow. For others,you should
determinewhich programthey belongto andreadthe manualpagefor thatprogram.Many networking
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configuratiorfilesarein / et ¢ aswell, andaredescribedn the NetworkingAdministators’ Guide

/etc/rcor/etc/rc.dor/etc/rc?.d

Scriptsor directoriesof scriptsto run at startupor whenchangingherun level. Seethe chapteron
init for furtherinformation.

/ et ¢/ passwd

Theuserdatabasewith fields giving the usernamerealname homedirectory encryptedpassverd,
andotherinformationabouteachuser Theformatis documentedn the\man{passwd}manual

page.
/etc/fdprm

Floppy disk parametetable. Describeswhatdifferentfloppy disk formatslook like. Usedby
setfdprm. Seethe setfdprm manualpagefor moreinformation.

/etc/fstab

Lists thefilesystemsnountedautomaticallyat startupby the mount -a commandin / et ¢/ r c or
equivalentstartupfile). UnderLinux, alsocontainsnformationaboutswap areasused
automaticallyby swapon-a. Seethe sectioncalledMountingandunmountingn Chapterd andthe
mount manualpagefor moreinformation.

/ etc/ group

Similarto/ et c/ passwd, but describegroupsinsteadof users.Seethe group manualpagefor
moreinformation.

/etc/inittab

Configuratiorfile for init.

/etclissue

Outputby getty beforethelogin prompt. Usually containsa shortdescriptionor welcoming
messag¢o the system.The contentsareup to the systemadministrator

/etc/ magic
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The configuratiorfile for file. Containgthe descriptionf variousfile formatsbasedon which file
guesseshetypeof thefile. Seethemagi ¢ andfile manualpagedor moreinformation.

/etc/notd

Themessagef theday, automaticallyoutputaftera successfulogin. Contentsareup to thesystem
administrator Often usedfor gettinginformationto every user suchaswarningsaboutplanned
downtimes.

/etc/ntab

List of currentlymountedfilesystemsinitially setup by thebootupscripts,andupdated
automaticallyby the mount command Usedwhenallist of mountedfilesystemss needede.g.,by
thedf command.

/ et c/ shadow

Shadav passverd file on systemswith shadev passverd softwareinstalled.Shadev passverds
move the encryptedpassverd from/ et ¢/ passwd into/ et ¢/ shadow; thelatteris not readableby
arnyoneexceptroot. This makesit harderno crackpassvords.

/etc/login. defs
Configuratiorfile for thelogin command.
/etc/printcap
Like/ et c/ t er ncap, but intendedfor printers.Differentsyntax.

/etc/profile,/etc/csh.login,/etc/csh.cshrc

Filesexecutedatlogin or startuptime by the Bourneor C shells.Theseallow the system
administratotto setglobaldefaultsfor all users.Seethe manualpagedor therespectie shells.

/etc/securetty

Identifiessecurgerminals,.e., theterminalsfrom which rootis allowedto log in. Typically only
thevirtual consolesarelisted,sothatit becomesmpossible(or atleastharder)to gainsuperuser
privilegesby breakinginto a systemover amodemor a network.

/etc/shells
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Lists trustedshells. The chshcommandallows usersto changetheir login shellonly to shellslisted
in thisfile. ftpd, thesener processhatprovidesFTP servicedor amachinewill checkthatthe
usersshellis listedin / et ¢/ shel | s andwill notlet peoplelog in unlestheshellis listedthere.

/etc/terntap

TheterminalcapabilitydatabaseDescribedy what“escapesequencesvariousterminalscanbe

controlled.Programsarewritten sothatinsteadof directly outputtinganescapesequencéehatonly
workson a particularbrandof terminal,they look up the correctsequencéo do whateverit is they
wanttodoin/ et c/ t er ncap. As aresultmostprogramswvork with mostkinds of terminals.See

thet er ntap, curs_termcapandt er mi nf o manualpagedor moreinformation.

The / dev director y

The/ dev directorycontainsthe specialdevice files for all the devices. The device files arenamedusing
specialcorventionsithesearedescribedn the Devicelist (seeXXX). Thedevicefiles arecreatedduring
installation,andlaterwith the/dev/MAKEDEV script. The/dev/MAKEDEYV .local is a scriptwritten by
the systemadministratothatcreatedocal-only devicefiles or links (i.e., thosethatarenot partof the
standardAMAKEDEYV , suchasdevice files for somenon-standardevice driver).

The / usr filesystem

The/ usr filesystemis oftenlarge,sinceall programsareinstalledthere.All filesin / usr usuallycome
from a Linux distribution; locally installedprogramsandotherstuff goesbelow / usr/ 1 ocal . This
malesit possibleto updatethe systemfrom a new versionof the distribution, or evena completelynew
distribution, without having to install all programsagain.Someof the subdirectorie®f / usr arelisted

belov (someof the lessimportantdirectorieshave beendroppedseethe FSSTNDfor more
information).

/usr/ X11R6
The X Window Systemall files. To simplify thedevelopmentandinstallationof X, the X files have
not beenintegratedinto therestof the system.Thereis adirectorytreebelow / usr / X11R6 similar
to thatbelow / usr itself.

/usr/ X386

Similarto/ usr/ X11R6, but for X11 Release.
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/usr/bin
Almostall usercommandsSomecommandsrein / bi n orin/ usr/ | ocal / bi n.
/fusr/sbin

Systemadministratiorcommandghatarenot neededn therootfilesystemge.g.,mostsener
programs.

/fusr/man,/usr/info,/usr/doc
ManualpagesGNU Info documentsandmiscellaneoustherdocumentatiofiiles, respectiely.
/usr/include

Headeffiles for the C programmindganguage This shouldactuallybebelowv / usr/ 1 i b for
consistenyg, but thetraditionis overwhelminglyin supportfor this name.

lusr/lib
Unchanginglatafiles for programsandsubsystemsncluding somesite-wideconfiguratiorfiles.
Thenamel i b comesfrom library; originally librariesof programmingsubroutinesverestoredin

fusr/lib.

[ usr/ | ocal

Theplacefor locally installedsoftwareandotherfiles.

The / var filesystem

The/ var containsdatathatis changedvhenthe systemis runningnormally. It is specificfor each
systemj.e., notsharedoverthe network with othercomputers.

/var/ cat man

A cachefor manpageghatareformattedon demand.Thesourcefor manualpagess usuallystored
in / usr/ man/ man* ; somemanualpagesnight comewith a pre-formattedsersion,whichis stored
in / usr/ man/ cat *. Othermanualpagesmeedto beformattedwhenthey arefirst viewed;the
formattedversionis thenstoredin / var / man sothatthe next persorto view the samepagewon’t
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have to wait for it to beformatted.(/ var / cat man is oftencleanedn the sameway temporary
directoriesarecleaned.)

/var/lib

Filesthatchangewhile the systemis runningnormally.

/var/ | ocal

Variabledatafor programghatareinstalledin / usr / | ocal (i.e.,programghathave beeninstalled
by the systemadministrator) Notethatevenlocally installedprogramsshouldusethe other/ var
directoriesf they areappropriatee.g.,/ var/ | ock.

/var/ | ock

Lock files. Many programdollow a corventionto createalock file in / var / | ock to indicatethat
they areusinga particulardevice or file. Otherprogramswill noticethelock file andwon'’t attempt
to usethedevice or file.

/var/| og

Log files from variousprogramsgspeciallylogin (/ var / | og/ wt np, which logsall loginsand
logoutsinto the system)andsyslog(/ var / | og/ messages, whereall kernelandsystemprogram
messagareusuallystored).Filesin / var / | og canoftengrow indefinitely, andmayrequire
cleaningatregularintervals.

/var/run

Filesthatcontaininformationaboutthe systenthatis valid until the systemis next booted.For
example,/ var/ r un/ ut mp containsnformationaboutpeoplecurrentlyloggedin.

/var/ spool

Directoriesfor mail, news, printerqueuesandotherqueuedvork. Eachdifferentspoolhasits own
subdirectonyelow / var / spool , e.g.,themailboxesof theusersarein / var / spool / mai | .

[var/tnp

Temporaryfiles thatarelarge or thatneedto exist for alongertime thanwhatis allowedfor / t np.
(Althoughthe systemadministratomight not allow very old filesin / var / t np either)
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The / pr oc filesystem

The/ pr oc filesystemcontainsaillusionaryfilesystem.It doesnot exist on adisk. Insteadthekernel
createst in memory It is usedto provide informationaboutthe system(originally aboutprocesses,
hencethe name).Someof the moreimportantfiles anddirectoriesareexplainedbelow. The/ pr oc
filesystemis describedn moredetailin thepr oc manualpage.

/proc/1

A directorywith informationaboutprocessiumberl. Eachprocesshasadirectorybelow / pr oc
with the namebeingits processdentificationnumber

/ proc/ cpui nfo
Informationaboutthe processarsuchasits type, make, model,andperfomance.
/ proc/ devi ces

List of device driversconfigurednto the currentlyrunningkernel.

/ proc/ dma

Shavswhich DMA channelsarebeingusedatthe moment.

/proc/fil esystens

Filesystemsonfigurednto thekernel.

/proc/interrupts

Shavswhichinterruptsarein use,andhow mary of eachtherehave been.
/ proc/ioports
Which I/O portsarein useatthe moment.

/ proc/ kcore

An imageof the physicalmemoryof the system.This is exactly the samesizeasyour physical
memory but doesnotreally take upthatmuchmemory;it is generatean thefly asprogramsaccess
it. (Rememberunlessyou copy it elsavhere,nothingunder/ pr oc takesup ary disk spaceatall.)
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/ proc/ kmsg

Messagesutputby thekernel. Thesearealsoroutedto syslog

/ proc/ ksyns

Symboltablefor thekernel.

/ proc/ | oadavg

The‘load average’of the systemthreemeaninglesindicatorsof how muchwork the systemhasto
do atthemoment.

/ proc/ mem nfo
Informationaboutmemoryusagebothphysicalandswap.
/ proc/ nodul es
Which kernelmodulesareloadedat the moment.
/ proc/ net
Statusinformationaboutnetwork protocols.

/ proc/ sel f

A symboliclink to the procesdlirectoryof the programthatis looking at/ pr oc. Whentwo
processelook at/ pr oc, they getdifferentlinks. Thisis mainly a convenienceio make it easierfor
programdo getattheir processlirectory

/ proc/ st at

Variousstatisticsaboutthe system suchasthe numberof pagefaultssincethe systemwasbooted.

/ proc/ uptinme
Thetime the systemhasbeenup.

/ proc/version

Thekernelversion.
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Notethatwhile theabove files tendto be easilyreadabldext files, they cansometimedeformattedin a
way thatis not easilydigestable Therearemary commandghatdo little morethanreadthe abovefiles
andformatthemfor easierunderstandingiFor example thefr eeprogramreads pr oc/ neni nf o and
convertstheamountgyivenin bytesto kilobytes(andaddsa little moreinformation,aswell).
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“On acleardisk you canseekforever. ”

Whenyou install or upgradeyour systemyou needto do a fair amountof work onyour disks. You have
to make filesystemsn your diskssothatfiles canbe storedon themandresene spacefor the different
partsof your system.

This chapterexplainsall theseinitial activities. Usually, onceyou getyour systemsetup, youwon'’t have
to gothroughthe work again,exceptfor usingfloppies.You'll needto comebackto this chapterif you
addanew disk or wantto fine-tuneyour disk usage.

Thebasictasksin administeringdisksare:

- Formatyourdisk. This doesvariousthingsto preparet for use,suchascheckingfor badsectors.
(Formattingis nowadaysnot necessaryor mostharddisks.)

« Partition aharddisk, if youwantto useit for severalactiities thatarent supposedo interferewith
oneanother Onereasorfor partitioningis to storedifferentoperatingsystemsn the samedisk.
Anotherreasoris to keepuserfiles separatdérom systenfiles, which simplifiesback-upsandhelps
protectthe systenfiles from corruption.

« Make afilesystem(of a suitabletype)on eachdisk or partition. The disk meansothingto Linux until
you make a filesystemithenfiles canbe createcandaccessednit.

- Mountdifferentfilesystemso form a singletreestructure githerautomaticallyor manuallyas
needed(Manuallymountedfilesystemsaisuallyneedto be unmountednanuallyaswell.)

Chapters containsnformationaboutvirtual memoryanddisk caching,of which you alsoneedto be
awarewhenusingdisks.

Two kinds of devices

UNIX, andthereforelinux, recognizeswo differentkindsof device: random-accesslock devices(such
asdisks),andcharactedevices(suchastapesandseriallines),someof which maybe serial,andsome
random-accesgachsupportedievice is representeth thefilesystemasadevicefile. Whenyou reador
write adevice file, the datacomesfrom or goesto the device it representsThis way no specialprograms
(andno specialapplicationprogrammingmethodologysuchascatchinginterruptsor polling a serial
port) arenecessaryo accesslevices;for example,to sendafile to the printer, onecouldjustsay

$ cat filename > /dev/lpl

31



Chapter4. Using Disksand Other Stotage Media

$

andthe contentsf thefile areprinted(thefile must,of coursebein aform thatthe printerunderstands).
However, sinceit is notagoodideato have severalpeoplecattheir filesto the printerat the sametime,
oneusuallyusesa specialprogramto sendthefiles to be printed(usuallylpr). This programmakessure
thatonly onefile is beingprintedatatime, andwill automaticallysendfiles to the printerassoonasit
finisheswith thepreviousfile. Somethingsimilaris neededor mostdevices.In fact,oneseldomneeds
to worry aboutdevicefiles atall.

Sincedevicesshow up asfilesin thefilesystem(in the/ dev directory),it is easyto seejustwhatdevice
files exist, usingls or anothersuitablecommand.In the outputof Is -1, thefirst columncontainghetype
of thefile andits permissionsFor example,inspectinga serialdevice giveson my system

$1ls -1 /dev/cua0
CrW- T W-T W 1 root uucp 5, 64 Nov 30 1993 /dev/cual
$

Thefirst charactein thefirst column,i.e.,‘c’ in crw rw rw above,tellsaninformeduserthetype of
thefile, in this casea charactedevice. For ordinaryfiles, thefirst characteis ‘- *, for directoriesit is ‘d’,
andfor block devices'b’; seethels manpagefor furtherinformation.

Notethatusuallyall device files exist eventhoughthe device itself might be notbeinstalled.Sojust
becausgou have afile / dev/ sda, it doesnt meanthatyoureally do have anSCSlharddisk. Having all
thedevice files makestheinstallationprogramssimpler andmalkesit easierto addnew hardware(there
is no needto find outthe correctparameterfor andcreatethe device files for the new device).

Hard disks

This subsectionntroducegerminologyrelatedto harddisks. If you alreadyknow thetermsand
conceptsyou canskip this subsection.

SeeFigure4-1for aschematigictureof theimportantpartsin a harddisk. A harddisk consistsof one
or morecircularplatters, * of which eitheror bothsurfacesarecoatedwith a magneticsubstanceisedfor
recordingthe data.For eachsurface thereis aread-writeheadthatexaminesor alterstherecordedlata.
The plattersrotateon acommonaxis; a typical rotationspeeds 3600rotationsper minute,although
high-performancéarddiskshave higherspeedsThe headanove alongtheradiusof the platters;this
movementcombinedwith therotationof the plattersallows the headto accessll partsof the surfaces.

The processof(CPU)andthe actualdisk communicatéhrougha disk controller. This relievestherestof
the computerfrom knowing how to usethe drive, sincethe controllersfor differenttypesof diskscanbe
madeto usethe sameinterfacetowardstherestof the computer Thereforethe computercansayjust
“hey disk, gimmewhat| want”, insteadof along andcomplex seriesof electricsignalsto movethe head
to the properlocationandwaiting for the correctpositionto comeunderthe headanddoingall the other
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unpleasanstuff necessary(In reality, theinterfaceto the controlleris still complex, but muchlessso
thanit would otherwisebe.) The controllercanalsodo someotherstuff, suchascaching,or automatic
badsectorreplacement.

Theaboveis usuallyall oneneedgo understanéboutthe hardware. Thereis alsoa bunchof otherstuff,
suchasthe motorthatrotatesthe plattersandmovesthe headsandthe electronicghatcontrolthe
operationof the mechanicaparts,but thatis mostly not relevantfor understandinghe working principle
of aharddisk.

Thesurfacesareusuallydividedinto concentriaings, calledtradks, andthesen turn aredividedinto
sectos. Thisdivision is usedto specifylocationson the harddisk andto allocatedisk spaceo files. To
find a givenplaceonthe harddisk, onemight say“surface3, track 5, sector7”. Usuallythe numberof
sectords thesamefor all tracks,but someharddisksput moresectordn outertracks(all sectorsareof
thesamephysicalsize,so moreof themfit in thelongeroutertracks).Typically, a sectorwill hold 512
bytesof data.Thedisk itself cant handlesmalleramountsf datathanonesector
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Figure4-1. A schematicpictur e of a hard disk.
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Eachsurfaceis dividedinto tracks(andsectors)n the sameway. This meanghatwhenthe headfor one
surfaceis on atrack,theheaddor the othersurfacesarealsoonthe correspondingracks.All the
correspondingrackstakentogetherarecalledacylinder. It takestime to move the headsrom onetrack
(cylinder) to anotheysoby placingthe datathatis oftenaccessetbgether(say afile) sothatit is within
onecylinder, it is notnecessaryo move the headdo readall of it. Thisimprovesperformancelt is not
alwayspossibleto placefileslik e this; files thatarestoredin several placesonthedisk arecalled
fragmented

Thenumberof surfaceqor headswhich is the samething), cylinders,andsectorsvary alot; the
specificatiorof the numberof eachis calledthe geometryof a harddisk. The geometryis usuallystored
in aspecial battery-peveredmemorylocationcalledthe CMOSRAM, from wherethe operatingsystem
canfetchit duringbootupor driverinitialization.

Unfortunatelythe BIOS ? hasa designlimitation, which makesit impossibleto specifya tracknumber
thatis largerthan1024in the CMOSRAM, whichis too little for alargeharddisk. To overcomethis,
theharddisk controllerlies aboutthe geometryandtranslateghe addressegiven by the computetinto
somethinghatfits reality. For example,a harddisk might have 8 heads2048tracks,and35 sectorgper
track. ® Its controllercouldlie to the computerandclaim thatit has16 heads1024tracks,and35 sectors
pertrack,thusnot exceedinghelimit ontracks,andtranslatesheaddresshatthe computergivesit by
halvingthe headnumberanddoublingthe tracknumber The mathcanbe morecomplicatedn reality,
becausehe numbersarenot asniceashere(but again,thedetailsarenot relevantfor understandinghe
principle). This translationdistortsthe operatingsystems view of how the disk is organizedthus
makingit impracticalto usethe all-data-on-one-gindertrick to boostperformance.

Thetranslationis only a problemfor IDE disks. SCSldisksusea sequentiasectomumber(i.e., the
controllertranslates sequentiasectomumberto a head cylinder, andsectortriplet), andacompletely
differentmethodfor the CPUto talk with the controller, sothey areinsulatedfrom the problem.Note,
however, thatthe computemight notknow therealgeometryof an SCSldisk eithet

SinceLinux oftenwill notknow therealgeometryof adisk, its filesystemslon't eventry to keepfiles
within a singlecylinder. Insteadijt triesto assignsequentiallynumberedsectordo files, which almost
alwaysgivessimilar performanceTheissueis furthercomplicatedoy on-controllercachesand
automatigprefetchesloneby the controller

Eachharddiskis representetly a separatelevice file. Therecan(usually)beonly two or four IDE hard
disks. Theseareknown as/ dev/ hda, / dev/ hdb, / dev/ hdc, and/ dev/ hdd, respectiely. SCSlhard
disksareknown as/ dev/ sda, / dev/ sdb, andsoon. Similar namingcorventionsexist for otherhard
disktypes;seeXXX (device list) for moreinformation.Notethatthe device files for the harddisksgive
accesdo the entiredisk, with no regardto partitions(which will bediscussedbelow), andit’s easyto
messup the partitionsor the datain themif you arent careful. Thedisks’ device files areusuallyused
only to getaccesdo the masterbootrecord(which will alsobediscussedbelow).
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Floppies

A floppy disk consistsf aflexible membraneoveredon oneor bothsideswith similar magnetic
substancasaharddisk. Thefloppy disk itself doesnt have aread-writehead thatis includedin the
drive. A floppy correspond$o oneplatterin a harddisk, but is removableandonedrive canbe usedto
accesdlifferentfloppies,whereaghe harddisk is oneindivisible unit.

Like aharddisk, afloppy is dividedinto tracksandsectorgandthe two correspondindgrackson either
sideof afloppy form acylinder), but therearemary fewer of themthanon a harddisk.

A floppy drive canusuallyuseseveral differenttypesof disks;for example,a 3.5inch drive canuseboth
720kB and1.44MB disks. Sincethedrive hasto operatea bit differentlyandthe operatingsystemmust
know how big thediskis, therearemary devicefiles for floppy drives,onepercombinationof drive and
disktype. Therefore/ dev/ f dOH1440 is thefirst floppy drive (fd0), which mustbea 3.5inch drive,
usinga3.5inch, high densitydisk (H) of size1440kB (1440),i.e.,anormal3.5inch HD floppy. For
moreinformationon the namingcornventionsfor thefloppy devices,seeXXX (device list).

Thenamedor floppy drivesarecomplex, however, andLinux thereforehasa specialfloppy device type
thatautomaticallydetectghetypeof the diskin thedrive. It worksby trying to readthefirst sectorof a
newly insertedfloppy usingdifferentfloppy typesuntil it findsthe correctone. This naturallyrequires
thatthefloppy is formattedfirst. Theautomatiocdevicesarecalled/ dev/ f d0, / dev/ f d1, andsoon.

The parametergheautomaticdevice usesto accessa disk canalsobe setusingthe program
\cmd{setfdprm}. This canbe usefulif you needto usedisksthatdo notfollow ary usualfloppy sizes,
e.g.,if they have anunusuahumberof sectorspr if theautodetectindor somereasorfails andthe
properdevicefile is missing.

Linux canhandlemary nonstandardloppy disk formatsin additionto all the standarcnes.Someof
theserequireusingspeciafformattingprogramsWe’'ll skip thesedisk typesfor now, but in themean
time you canexaminethe/ et ¢/ f dpr mfile. It specifieghe settingsthatsetfdprm recognizes.

Theoperatingsystemmustknow whena disk hasbeenchangedn a floppy drive, for example,in order
to avoid usingcacheddatafrom the previousdisk. Unfortunatelythe signalline thatis usedfor thisis
sometimedroken,andworse this won’t alwaysbe noticeablevhenusingthedrive from within
MS-DOS.If you areexperiencingweird problemsusingfloppies,this might bethereason.Theonly way
to correctit is to repairthefloppy drive.

CD-ROM’s
A CD-ROM drive usesanoptically read,plasticcoateddisk. Theinformationis recordedn the surface

of thedisk“ in small‘holes’ alignedalonga spiralfrom the centerto theedge. Thedrive directsa laser
beamalongthe spiralto readthe disk. Whenthelaserhits a hole,thelaseris reflectedn oneway; when
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it hits smoothsurface,it is reflectedn anothemwvay. This makesit easyto codebits, andtherefore
information. Therestis easy meremechanics.

CD-ROM drivesareslow comparedo harddisks. Whereasatypical harddisk will have anaverageseek
time lessthan15 millisecondsafastCD-ROM drive canusetenthsof a secondor seeks.Theactual
datatransferrateis fairly high at hundredf kilobytespersecond.The slovnessmeanghatCD-ROM
drivesarenot aspleasanto useinsteadof harddisks(someLinux distributionsprovide ‘li ve’ filesystems
on CD-ROM'’s, makingit unnecessarto copy thefiles to the harddisk, makinginstallationeasierand
saving alot of harddisk space)althoughit is still possible For installing new software,CD-ROM’s are
very good,sinceit maximumspeeds notessentiaturinginstallation.

Therearesereralwaysto arrangedataon a CD-ROM. Themostpopularoneis specifiedby the
internationaktandardSO 9660. This standardspecifiesa very minimal filesystemwhich is evenmore
crudethantheoneMS-DOSuses.Ontheotherhand,it is sominimal thatevery operatingsystemshould
beableto mapit to its native system.

For normalUNIX use,thelSO 9660filesystemis notusable soanextensionto the standarchasbeen
developed calledthe Rock Ridgeextension.Rock Ridgeallows longerfilenamessymboliclinks, anda
lot of othergoodiesmakinga CD-ROM look moreor lesslike any contemporaryNIX filesystem.
Evenbetter a Rock Ridgefilesystemis still avalid ISO 9660filesystemmakingit usableby non-UNIX
systemsaswell. Linux supportshothISO 9660andthe Rock Ridgeextensionsthe extensionsare
recognizecandusedautomatically

Thefilesystemis only half the battle,however. Most CD-ROM'’s containdatathatrequiresa special
programto accessandmostof theseprogramsdo not run underLinux (except,possibly underdosemu,
theLinux MS-DOSemulator).

A CD-ROM driveis accessetlia the correspondinglevicefile. Thereareseveralwaysto connecta
CD-ROM driveto thecomputer:via SCSI,via a soundcard,or via EIDE. The hardwarehackingneeded
to dothisis outsidethe scopeof this book, but thetype of connectiordecideghedevice file. SeeXXX
(device-list) for enlightment.

Tapes

A tapedrive usesa tape,similar ® to cassettessedfor music.A tapeis serialin nature which meanshat
in orderto getto ary givenpartof it, youfirst have to go throughall the partsin between A disk canbe
accessedandomlyi.e.,youcanjumpdirectly to any placeonthedisk. The serialacces®f tapesmakes
themslow.

Ontheotherhand,tapesarerelatively cheapto make, sincethey do notneedto befast. They canalso
easilybe madequitelong, andcanthereforecontaina largeamountof data. This makestapesvery
suitablefor thingslik e archiving andbackupswhich do not requirelarge speedsbut benefitfrom low
costsandlarge storagecapacities.
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Formatting

Formattingis the procesf writing markson the magnetiomediathatareusedto marktracksand
sectors Beforeadiskis formatted its magneticsurfaceis a completemessof magneticsignals.Whenit
is formatted,someorderis broughtinto the chaosby essentiallydrawing lineswherethetracksgo, and
wherethey aredividedinto sectors.Theactualdetailsarenot quite exactly lik e this, but thatis irrelevant.
Whatis importantis thata disk cannotbe usedunlesst hasbeenformatted.

Theterminologyis a bit confusinghere:in MS-DOS,the word formattingis usedto coveralsothe
procesf creatinga filesystem(whichwill be discussedbelow). There,thetwo processeareoften
combined especiallyfor floppies.Whenthedistinctionneedgo be made therealformattingis called
low-level formatting while makingthefilesystemis calledhigh-level formatting In UNIX circles,the
two arecalledformattingandmakingafilesystem sothat's whatis usedin this bookaswell.

For IDE andsomeSCSildiskstheformattingis actuallydoneat the factoryanddoesnt needto be
repeatedhencemostpeoplerarely needto worry aboutit. In fact,formattinga harddisk cancauseit to
work lesswell, for examplebecause disk might needto beformattedin somevery specialway to allow
automatidbadsectorreplacemento work.

Disksthatneedto be or canbe formattedoftenrequirea specialprogramarnyway, because¢heinterface
to theformattinglogic insidethedrive is differentfrom drive to drive. Theformattingprogramis often
eitheronthecontrollerBIOS, or is suppliedasan MS-DOSprogram;neitherof thesecaneasilybe used
from within Linux.

During formattingonemightencountebadspotson thedisk, calledbadblocksor badsectos. Theseare
sometimesandledby thedriveitself, but eventhen,if moreof themdevelop,somethingheeddo be
doneto avoid usingthosepartsof thedisk. Thelogic to dothisis built into thefilesystemhow to addthe
informationinto thefilesystemis describedelow. Alternatively, onemight createa small partitionthat
coversjustthe badpartof thedisk; this approachmightbe a goodideaif the badspotis very large,since
filesystemsansometimedave troublewith verylargebadareas.

Floppiesareformattedwith fdformat. Thefloppy devicefile to useis givenasthe parameterFor
example thefollowing commandwvould formata high density 3.5inch floppy in thefirst floppy drive:

$ fdformat /dev/fdOH1440
Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB

Formatting ... done
Verifying ... done
$

Notethatif youwantto useanautodetectinglevice (e.g.,/ dev/ f d0), you mustsetthe parametersf the
device with setfdprm first. To achieve the sameeffect asabove, onewould have to do thefollowing:

$ setfdprm/dev/fdO 1440/ 1440

$ fdformat /dev/fdoO

Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB.

38



Chapter4. Using Disksand Other Stotage Media

Formatting ... done
Verifying ... done
$

It is usuallymoreconvenientto choosehe correctdevice file thatmatcheghetype of thefloppy. Note
thatit is unwiseto formatfloppiesto containmoreinformationthanwhatthey aredesignedor.

fdformat will alsovalidatethefloppy, i.e.,checkit for badblocks. It will try abadblock severaltimes
(you canusuallyhearthis, the drive noisechangesiramatically).If thefloppy is only mamginally bad
(dueto dirt ontheread/writehead someerrorsarefalsesignals) fdformat won't complain,but areal
errorwill abortthevalidationprocessThekernelwill printlog message®r eachl/O errorit finds;
thesewill goto theconsoleor, if syslogis beingusedo thefile / usr/ 1 og/ nessages. fdformat itself
won't tell wheretheerroris (oneusuallydoesnt care floppiesarecheapenoughthata badoneis
automaticallythrown away).

$ fdformat /dev/fdOH1440
Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB

Formatting ... done
Verifying ... read: Unknown error
$

Thebadblockscommandcanbe usedto searchary disk or partitionfor badblocks(includinga floppy).
It doesnot formatthedisk, soit canbeusedto checkevenexisting filesystemsThe examplebelow
checksa 3.5inch floppy with two badblocks.

$ badbl ocks /dev/fdOH1440 1440

718

719

$

badblocks outputsthe block numbersof the badblocksit finds. Most filesystemsanavoid suchbad
blocks. They maintaina list of known badblocks,whichis initialized whenthefilesystems made,and
canbemodifiedlater Theinitial searcHor badblockscanbedoneby the mkfs commandwhich
initializesthefilesystem) put later checksshouldbe donewith badblocks andthe new blocksshouldbe
addedwith fsck. We'll describecmd{mkfs} andfsck later.

Many moderndisksautomaticallynoticebadblocks,andattemptto fix themby usinga special resered
goodblockinstead.Thisis invisible to the operatingsystem.This featureshouldbe documentedh the
disk’s manual,if you're curiousif it is happeningEvensuchdiskscanfail, if thenumberof badblocks
growstoo large,althoughchancesrethatby thenthe disk will be sorottenasto beunusable.

Partitions
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A harddisk canbedividedinto severalpartitions. Eachpartitionfunctionsasif it werea separatdard
disk. Theideais thatif you hase oneharddisk, andwantto have, say two operatingsystemsnit, you
candivide thedisk into two partitions.Eachoperatingsystemusesits partitionasit wishesanddoesnt
touchthe otherone’s. This way thetwo operatingsystemsanco-exist peacefullyon the sameharddisk.
Without partitionsonewould have to buy a harddisk for eachoperatingsystem.

Floppiesarenot partitioned.Thereis no technicalreasoragainsthis, but sincethey’re sosmall,
partitionswould be usefulonly veryrarely. CD-ROM’s areusuallyalsonot partitioned sinceit’ s easier
to usethemasonebig disk, andthereis seldoma needto have several operatingsystemsnone.

The MBR, boot sector s and partition table

Theinformationabouthow a harddisk hasbeenpartitionedis storedin its first sector(thatis, thefirst
sectorof thefirst track on thefirst disk surface). Thefirst sectoris the masterbootrecoid (MBR) of the
disk; thisis thesectorthatthe BIOS readsin andstartswhenthemachineis first booted.The mastetboot
recordcontainsa smallprogramthatreadsthe partitiontable,checkswhich partitionis active (thatis,
markedbootable) andreadsthefirst sectorof thatpartition,the partition’s bootsector(the MBR is also
abootsectorbut it hasa specialstatusandthereforea specialname).This bootsectorcontainsanother
smallprogramthatreadsthefirst partof the operatingsystemstoredon that partition (assumingt is
bootable) andthenstartsit.

The partitioningschemas not built into the hardware,or eveninto the BIOS. It is only a corventionthat
mary operatingsystemdollow. Not all operatingsystemslo follow it, but they arethe exceptions.Some
operatingsystemsupportpartitions,but they occupy onepartitionon the harddisk, andusetheir
internalpartitioningmethodwithin thatpartition. The lattertype exists peacefullywith otheroperating
systemgincluding Linux), anddoesnot requireary specialmeasureshut anoperatingsystemhat
doesnt supportpartitionscannotco-exist on the samedisk with ary otheroperatingsystem.

As a safetyprecautionit is agoodideato write down the partitiontableon a pieceof paper sothatif it
ever corruptsyou don't haveto loseall yourfiles. (A badpartitiontablecanbe fixedwith fdisk). The
relevantinformationis givenby thefdisk -I command:

$ fdisk -1 /dev/hda

Di sk /dev/hda: 15 heads, 57 sectors, 790 cylinders
Units = cylinders of 855 * 512 bytes

Devi ce Boot Begin Start End Bl ocks Id System
/ dev/ hdal 1 1 24 10231+ 82 Linux swap
/ dev/ hda2 25 25 48 10260 83 Linux native
/ dev/ hda3 49 49 408 153900 83 Linux native
/ dev/ hda4 409 409 790 163305 5 Extended
/ dev/ hda5 409 409 744 143611+ 83 Linux native
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/ dev/ hda6 745 745 790 19636+ 83 Linux native
$

Extended and logical partitions

Theoriginal partitioningschemédor PC harddisksallowedonly four partitions.This quickly turnedout
to betoollittle in reallife, partly becaussomepeoplewantmorethanfour operatingsystemgLinux,
MS-DOS,0S/2,Minix, FreeBSDNetBSD,or Windows/NT, to namea few), but primarily because
sometimest is agoodideato have several partitionsfor oneoperatingsystem.For example,swap space
is usuallybestputin its own partitionfor Linux insteadof in the main Linux partitionfor reason®of
speedseebelow).

To overcomethis designproblem,extendedpartitionswereinvented.This trick allows partitioninga
primary partition into sub-partitionsThe primary partitionthussubdvidedis the extendedpartition; the
subpartitionsarelogical partitions. They behave like primary® partitions,but arecreateddifferently.
Thereis no speediifferencebetweerthem.

The partition structureof a harddisk mightlook like thatin Figure4-2. Thediskis dividedinto three
primary partitions,the secondf whichis dividedinto two logical partitions.Part of the disk is not
partitionedatall. The disk asawholeandeachprimary partitionhasabootsector

Figure4-2. A samplehard disk partitioning .
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Partition types

The partitiontables(the onein the MBR, andthe onesfor extendedpartitions)containonebyte per
partitionthatidentifiesthetype of thatpartition. This attemptgo identify the operatingsystemthatuses
thepartition,or whatit usest for. The purposeds to makeit possibleto avoid having two operating
systemsaccidentallyusingthe samepartition. However, in reality, operatingsystemslo notreally care
aboutthe partitiontype byte;e.g.,Linux doesnt careat all whatit is. Worse,someof themuseit
incorrectly;e.g.,atleastsomeversionsof DR-DOSignorethe mostsignificantbit of the byte,while
othersdon't.

Thereis no standardizatiomgeng to specifywhateachbyte valuemeansput somecommonlyaccepted
onesareincludedin in Table4-1. The samédlist is availablein theLinux fdisk program.

Table 4-1. Partition types(from the Linux fdisk program).

0 Empty 40 Venix80286 |94 AmoebaBBT
1 DOS12-bitFAT|51 Novell? a5 BSD/386
2 XENIX root 52 Microport b7 BSDI fs
3 XENIX usr 63 GNU HURD b8 BSDI swap
4 DOS 16-hitf 64 Novell c7 Syrinx
<32M
5 Extended 75 PC/IX db CP/M
6 DOS 16-bit 80 Old MINIX el DOSaccess
>=32M
7 OS/2HPFS 81 Linux/MINIX |e3 DOSR/O
8 AIX 82 Linux swap f2 DOSsecondary
9 AIX bootable |83 Linux native ff BBT
a 0S/2Boot 93 Amoeba
Manag

Partitioning a hard disk

Therearemary programdor creatingandremoving partitions.Most operatingsystemshave their own,
andit canbe a goodideato useeachoperatingsystems own, justin caseit doessomethingunusuathat
theotherscant. Many of the programsarecalledfdisk, includingthe Linux one,or variationsthereof.
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Detailson usingtheLinux fdisk aregivenonits manpage.The cfdisk commands similar to fdisk, but
hasanicer(full screenluserinterface.

WhenusingIDE disks,the bootpartition (the partitionwith the bootablekernelimagefiles) mustbe
completelywithin thefirst 1024 cylinders. This is because¢he disk is usedvia the BIOS duringboot
(beforethe systemgoesinto protectednode),andBIOS cant handlemorethan1024cylinders. It is
sometimegossibleto usea boot partitionthatis only partly within thefirst 1024cylinders. This works
aslong asall thefiles thatarereadwith the BIOS arewithin thefirst 1024cylinders. Sincethis is
difficult to arrangeijt is a verybadideato doit; you never know whena kernelupdateor disk
defragmentatiomvill resultin anunbootablesystem.Therefore make sureyour bootpartitionis
completelywithin thefirst 1024cylinders.

Somenewer versionsof the BIOS andIDE diskscan,in fact, handlediskswith morethan1024
cylinders.If you have sucha systemyou canforgetaboutthe problem;if you arent quite sureof it, put
it within thefirst 1024cylinders.

Eachpartitionshouldhave anevennumberof sectorssincethe Linux filesystemsisea 1 kilobyte block
size,i.e.,two sectors An oddnumberof sectorswill resultin thelastsectorbeingunused.Thiswon't
resultin ary problemsput it is ugly, andsomeversionsof fdisk will warnaboultit.

Changinga partition’s sizeusuallyrequiresfirst backingup everythingyou wantto save from that
partition (preferablythewholedisk, justin case)deletingthe partition,creatingnew partition,then
restoringeverythingto the new partition. If the partitionis growing, you mayneedto adjustthe sizes
(andbackupandrestore)of the adjoiningpartitionsaswell.

Sincechangingpartitionsizesis painful, it is preferableo getthe partitionsright thefirst time, or have
aneffective andeasyto usebackupsystem.If you'reinstallingfrom a mediathatdoesnot requiremuch
humanintervention(say from CD-ROM, asopposedo floppies),it is ofteneasyto play with different
configurationatfirst. Sinceyou don't alreadyhave datato backup, it is not sopainful to modify partition
sizesseveraltimes.

Thereis aprogramfor MS-DOS, calledfips, which resizesan MS-DOSpartitionwithout requiringthe
backupandrestore but for otherfilesystemst is still necessary

Device files and partitions

Eachpartitionandextendedpartitionhasits own device file. The namingcornventionfor thesefilesis
thata partition’s numberis appendedfterthe nameof thewholedisk, with the corventionthat1-4 are
primary partitions(regardlesof how mary primary partitionsthereare)and5-8 arelogical partitions
(regardlesf within which primary partitionthey reside).For example/ dev/ hdal is thefirst primary
partitionon thefirst IDE harddisk,and/ dev/ sdb7 is thethird extendedpartitionon the secondSCSI
harddisk. Thedevicelistin XXX (device list) givesmoreinformation.
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Filesystems

What are filesystems?

A filesystenis the methodsanddatastructureghatan operatingsystemusesto keeptrackof filesona
disk or partition;thatis, theway thefiles areorganizedon the disk. Theword is alsousedto referto a
partitionor disk thatis usedto storethefiles or thetype of thefilesystem.Thus,onemightsay*“l have
two filesystems'meaningonehastwo partitionson which onestoredfiles, or thatoneis usingthe
“extendedilesystem” meaningthetype of thefilesystem.

Thedifferencebetweera disk or partitionandthefilesystemit contaings important.A few programs
(including,reasonablynough programghatcreatefilesystemspperatedirectly on theraw sectorof a
disk or partition;if thereis anexistingfile systenthereit will be destrgyedor seriouslycorrupted.Most
programsoperateon a filesystemandthereforewon’t work on a partitionthatdoesnt containone(or
thatcontainsoneof thewrongtype).

Beforea partitionor disk canbe usedasa filesystem|jt needgo beinitialized, andthe bookkeepingdata
structureneedto bewritten to the disk. This processs calledmakinga filesystem

Most UNIX filesystentypeshave a similar generaktructure althoughthe exactdetailsvary quite a bit.
Thecentralconceptsaresuperblog, inode datablod, directoryblodk, andindirectionblock. The
superblockcontainsnformationaboutthefilesystemasawhole,suchasits size(the exactinformation
heredepend®nthefilesystem).An inodecontainsall informationaboutafile, exceptits name.The
nameis storedin the directory, togethemwith the numberof theinode. A directoryentryconsistof a
filenameandthe numberof theinodewhich representshefile. Theinodecontainsthe numbersof
severaldatablocks,which areusedto storethe datain thefile. Thereis spaceonly for afew datablock
numberdn theinode,however, andif moreareneededmorespacedor pointersto the datablocksis
allocateddynamically Thesedynamicallyallocatedblocksareindirectblocks;the nameindicatesthatin
orderto find the datablock, onehasto find its numberin theindirectblock first.

UNIX filesystemsisuallyallow oneto createa holein afile (thisis donewith | seek; checkthe manual
page)which meanghatthefilesystemjust pretendshatat a particularplacein thefile thereis just zero
bytes,but no actualdisk sectorsareresenedfor thatplacein thefile (this meanghatthefile will usea
bit lessdisk space).This happen®speciallyoftenfor smallbinaries Linux sharedibraries,some
databasesndafew otherspecialcases(Holesareimplementedy storinga specialvalueasthe
addres®f thedatablockin theindirectblock or inode. This specialaddressneanghatno datablock is
allocatedfor thatpartof thefile, ergo, thereis aholein thefile.)

Holesaremoderatelyuseful. Ontheauthors systemasimplemeasuremerghoveda potentialfor about
4 MB of savingsthroughholesof about200MB total useddisk space.Thatsystemhowever, contains
relatively few programsandno databaséiles.
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Filesystems galore

Linux supportssereraltypesof filesystemsAs of this writing the mostimportantonesare:

minix
Theoldest,presumedo bethe mostreliable,but quitelimited in featuregsometime stampsare
missing,at most30 charactefilenames)yndrestrictedn capabilities(at most64 MB per
filesystem).

xia

A modifiedversionof theminix filesystenthatlifts thelimits onthefilenamesandfilesystemsizes,
but doesnot otherwiseintroducenew featureslt is notvery popular but is reportedto work very
well.

ext2

Themostfeaturefulof the native Linux filesystemsgcurrentlyalsothe mostpopularone. It is
designedo beeasilyupwardscompatible sothatnew versionsof thefilesystemcodedo not require
re-makingthe existing filesystems.

ext

An olderversionof ext2 thatwasnt upwardscompatible. It is hardlyever usedin new installations
ary more,andmostpeoplehave corvertedto ext2.

In addition,supportfor severalforeignfilesystemexists,to make it easierto exchangdfiles with other
operatingsystemsTheseforeignfilesystemawork justlik e native ones exceptthatthey maybelacking
in someusualUNIX featurespr have curiouslimitations, or otheroddities.

msdos
Compatibilitywith MS-DOS(andOS/2andWindows NT) FAT filesystems.
usmdos
Extendsthe msdosdfilesystemdriver underLinux to getlong filenamespwners,permissionslinks,

anddevicefiles. This allows a normalmsdosfilesystemo be usedasif it wereaLinux one,thus
removing the needfor a separatgartitionfor Linux.
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iS09660

The standardCD-ROM filesystemthe popularRock Ridgeextensionto the CD-ROM standardhat
allows longerfile namess supportechutomatically

nfs

A networkedfilesystemthatallows sharinga filesystembetweemmary computergo allow easy
accesdo thefiles from all of them.

hpfs
The OS/2filesystem.
Sysv

SystemV/386CoherentandXenix filesystems.

The choiceof filesystemto usedepend®n the situation.If compatibility or otherreasonsnake oneof
thenon-natvefilesystemsiecessarythenthatonemustbe used.If onecanchoosdreely, thenit is
probablywisestto useext2, sinceit hasall thefeatureshut doesnot suffer from lack of performance.

Thereis alsothe procfilesystemusuallyaccessiblasthe/ pr oc directory whichis notreally a
filesystematall, eventhoughit lookslike one. The procfilesystemmalesit easyto accessertainkernel
datastructuressuchasthe procesdist (hencethe name).lt makesthesedatastructuredook like a
filesystemandthatfilesystemcanbe manipulatedvith all the usualfile tools. For example,to geta
listing of all processesnemight usethe command

$1s -1 /proc

total O

dr- xr-xr-x 4 root r oot 0 Jan 31 20:37 1
dr - Xxr-xr-x 4 liw users 0 Jan 31 20:37 63
dr - xr-xr-x 4 liw users 0 Jan 31 20:37 94
dr - Xxr-xr-x 4 liw users 0 Jan 31 20:37 95
dr- xr-xr-x 4 root users 0 Jan 31 20:37 98

dr-xr-xr-x 4 liw users 0 Jan 31 20:37 99

-r-r-r- 1 root r oot 0 Jan 31 20: 37 devices
-r-r-r- 1 root r oot 0 Jan 31 20:37 dma

-r-r-r- 1 root root 0 Jan 31 20:37 filesystemns
-r-r-r- 1 root r oot 0 Jan 31 20:37 interrupts
“r----- 1 root root 8654848 Jan 31 20: 37 kcore
-r-r-r- 1 root root 0 Jan 31 11:50 knsg
-r-r-r- 1 root root 0 Jan 31 20: 37 ksyns
-r-r-r- 1 root r oot 0 Jan 31 11:51 | oadavg
-r-r-r- 1 root r oot 0 Jan 31 20:37 neminfo
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-r-r-r- 1 root r oot 0 Jan 31 20: 37 nodul es
dr-xr-xr-x 2 root r oot 0 Jan 31 20: 37 net
dr - xr-xr-x 4 root r oot 0 Jan 31 20:37 self
-r-r-r- 1 root root 0 Jan 31 20:37 stat
-r-r-r- 1 root r oot 0 Jan 31 20: 37 uptinme
-r-r-r- 1 root root 0 Jan 31 20: 37 version
$

(Therewill beafew extrafilesthatdon't correspondo processeghough.The abose examplehasbeen
shortened.)

Notethateventhoughit is calleda filesystemno partof the procfilesystemtouchesany disk. It exists
only in thekernelsimagination.Wheneeranyonetriesto look at arny partof the procfilesystemthe
kernelmalesit look asif the partexistedsomevhere,eventhoughit doesnt. So,eventhoughthereis a
multi-megabyte/ pr oc/ kcor e file, it doesnt take ary disk space.

Whic h filesystem should be used?

Thereis usuallylittle pointin usingmary differentfilesystemsCurrently ext2fsis themostpopularone,
andit is probablythewisestchoice.Dependingon the overheador bookkeepingstructuresspeed,
(perceved)reliability, compatibility, andvariousotherreasonsit maybe advisableo useanotheffile
system.This needgo be decidedon a case-by-caskasis.

Creating a filesystem

Filesystemarecreatedi.e., initialized, with the mkfs command-Thereis actuallya separat@rogram
for eachfilesystentype. mkfs is justafront endthatrunsthe appropriatgorogramdependingon the
desiredfilesystentype. Thetypeis selectedwith the-t fstypeoption.

The programscalledby mkfs have slightly differentcommandine interfaces.The commonandmost
importantoptionsaresummarizedelow; seethe manualpagedor more.

-t fstype

Selectthetype of thefilesystem.

Searchor badblocksandinitialize the badblock list accordingly

47



Chapter4. Using Disksand Other Stotage Media

-| filename

Readtheinitial badblocklist from the naméefile.

To createanext2 filesystemon a floppy, onewould give thefollowing commands:

$ fdformat -n /dev/fdOH1440

Doubl e-si ded, 80 tracks, 18 sec/track. Total capacity 1440 kB
Formatting ... done

$ badbl ocks /dev/fdOH1440 1440 $>$ bad- bl ocks
$ nkfs -t ext2 -1 bad-bl ocks /dev/fdOH1440
mke2fs 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10
360 i nodes, 1440 bl ocks

72 bl ocks (5.00% reserved for the super user
First data bl ock=1

Bl ock size=1024 (Il o0g=0)

Fragnent size=1024 (| og=0)

1 bl ock group

8192 bl ocks per group, 8192 fragnments per group
360 i nodes per group

Witing inode tables: done
Witing superblocks and filesystem accounting information: done
$

First, thefloppy wasformatted(the-n option preventsvalidation,i.e., badblock checking).Thenbad
blocksweresearchedavith badblocks, with the outputredirectedo afile, bad- bl ocks. Finally, the
filesystemwascreatedwith the badblock list initialized by whatever badblocksfound.

The-c optioncould have beenusedwith mkfs insteadof badblocksanda separatdile. Theexample
below doesthat.

$ nkfs -t ext2 -c /dev/fdOH1440

nke2fs 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10
360 i nodes, 1440 bl ocks

72 bl ocks (5.00% reserved for the super user
First data bl ock=1

Bl ock size=1024 (| og=0)

Fragnment size=1024 (| o0g=0)

1 bl ock group

8192 bl ocks per group, 8192 fragnments per group
360 i nodes per group

Checking for bad bl ocks (read-only test): done

Witing inode tables: done
Witing superblocks and fil esystemaccounting information: done
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$

The-c optionis morecornvenientthana separateiseof badblocks but badblocksis necessaryor
checkingafterthefilesystemhasbeencreated.

Theprocesdo prepardilesystemsn harddisksor partitionsis the sameasfor floppies,exceptthatthe
formattingisn’'t needed.

Mounting and unmounting

Beforeonecanusea filesystemjt hasto be mounted The operatingsystemthendoesvarious
bookkeepingthingsto make surethateverythingworks. Sinceall filesin UNIX arein asingledirectory
tree,themountoperationwill make it look lik e the contentf the new filesystemarethe contentf an
existing subdirectonyjin somealreadymountedfilesystem.

For example,Figure4-3 shavs threeseparatdilesystemseachwith their own rootdirectory Whenthe
lasttwo filesystemsaremountedoelon / hone and/ usr , respectiely, on thefirst filesystemwe canget
asingledirectorytree,asin Figure4-4.

Figure 4-3. Thr eeseparatefilesystems.

%\m

etc lib us ab ftp bin etc lib

Figure4-4./ home and/ usr have beenmounted.

/

bin etc lib us

mm

ib

Themountscouldbe doneasin thefollowing example:

$ nount /dev/hda2 /hone
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$ nmount /dev/hda3 /usr
$

Themount commandakestwo arguments Thefirst oneis thedevice file correspondingo thedisk or
partition containingthefilesystem.The secondneis thedirectorybelon whichit will bemounted.
After thesecommandshe contentsof thetwo filesystemdook just lik e the contentsof the/ hone and

/ usr directoriesrespectiely. Onewould thensaythat“/ dev/ hda2 is mountedon/ hone”, and
similarly for / usr . To look at eitherfilesystempnewould look atthe contentf the directoryonwhich
it hasbeenmountedjust asif it wereary otherdirectory Notethedifferencebetweerthedevicefile,

/ dev/ hda2, andthemounted-ordirectory, / horme. Thedevicefile givesaccesdo theraw contentsof
thedisk, the mounted-ordirectorygivesaccesdo thefiles on thedisk. The mounted-ordirectoryis
calledthemountpoint

Linux supportsnary filesystentypes.mount triesto guesghetypeof thefilesystem.You canalsouse
the-t fstypeoptionto specifythetypedirectly; this is sometimesecessarysincethe heuristicsmount
usesdo not alwayswork. For example,to mountan MS-DOSfloppy, you couldusethefollowing
command:

$ mount -t nsdos /dev/fdO /fl oppy
$

Themounted-ordirectoryneednot be empty althoughit mustexist. Any filesin it, however, will be
inaccessibldy namewhile thefilesystemis mounted.(Any files thathave alreadybeenopenedwill still
beaccessibleFilesthathave hardlinks from otherdirectoriescanbe accessedsingthosenames.)rhere
is no harmdonewith this, andit canevenbe useful. For instancesomepeoplelike to have/ t np and

/ var / t np synorymous,andmalke/ t mp beasymboliclink to/ var / t mp. Whenthe systemis booted,
beforethe/ var filesystemis mounteda/ var/ t np directoryresidingon therootfilesystemis used
instead When/ var is mountedjt will makethe/ var/ t np directoryontherootfilesystem
inaccessiblelf / var / t np didn’t exist on theroot filesystemjt would beimpossibleto usetemporary
files beforemounting/ var .

If youdon'tintendto write arythingto thefilesystemusethe-r switchfor mount to do areadonly
mount Thiswill make thekernelstopany attemptsatwriting to thefilesystemandwill alsostopthe
kernelfrom updatingfile accesdimesin theinodes.Read-onlymountsarenecessaryor unwritable
media,e.g.,CD-ROM’s.

Thealertreaderhasalreadynoticeda slight logisticalproblem.How is thefirst filesystem(calledthe
root filesystembecausé containstheroot directory)mountedsinceit obviously cant be mountedon
anotheffilesystema\ell, the answeiis thatit is doneby magic.” Theroot filesystemis magically
mountedat boottime,andonecanrely onit to alwaysbe mounted.If therootfilesystemcan't be
mountedthe systemdoesnot boot. The nameof thefilesystemthatis magicallymountedasrootis
eithercompiledinto thekernel,or setusingLILO or rdev.
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Therootfilesystemis usuallyfirst mountedreadonly The startupscriptswill thenrun fsck to verify its
validity, andif thereareno problemsthey will re-mountit sothatwriteswill alsobeallowed.fsck must
notberun onamountedilesystem sinceany changego thefilesystemwhile fsck is runningwill cause
trouble. Sincetheroot filesystems mountedreadonlywhile it is beingchecled,fsck canfix ary
problemswithoutworry, sincetheremountoperatiorwill flusharny metadatahatthefilesystermkeepsn
memory

On mary systemghereareotherfilesystemghatshouldalsobe mountedautomaticallyat boottime.
Thesearespecifiedn the/ et c/ f st ab file; seethefstabmanpagefor detailson the format. Thedetails
of exactly whenthe extra filesystemsaremounteddependon mary factors,andcanbe configuredby
eachadministratoiif needbe;seeChapter®.

Whena filesystemno longerneedgo be mounted jt canbe unmountedvith umount. ® umount takes
oneargument:eitherthe devicefile or themountpoint. For example,to unmountthe directoriesof the
previousexample,onecouldusethecommands

$ unount /dev/ hda2
$ unmount /usr
$

Seethemanpagefor furtherinstructionson how to usethecommandlt is imperative thatyou always
unmounta mountedfloppy. Don't just popthefloppyout of thedrive! Becausef disk caching thedata
is not necessarilyvritten to the floppy until you unmountit, soremoving thefloppy from thedrive too
earlymight causethe contentso becomegarbled.If you only readfrom thefloppy, thisis notvery
likely, butif youwrite, evenaccidentallytheresultmaybe catastrophic.

Mountingandunmountingrequiressuperuserprivileges,i.e., only rootcandoit. Thereasorfor thisis
thatif any usercanmounta floppy on ary directory, thenit is rathereasyto createa floppy with, say a
Trojanhorsedisguisedas/ bi n/ sh, or ary otheroftenusedprogram.However, it is oftennecessaryo
allow usersto usefloppies,andthereareseseralwaysto do this:

« Givetheuserstheroot passverd. Thisis obviously badsecurity but is the easiessolution. It works
well if thereis no needfor securityarnyway, which is the caseon mary non-netvorked,personal
systems.

« Useaprogramsuchassudoto allow usergto usemount. This s still badsecurity but doesnt directly
give superuserprivilegesto everyone.®

- Maketheusersusemtools, a packagdor manipulatingMS-DOSfilesystemswithout mountingthem.
Thisworkswell if MS-DOSfloppiesareall thatis neededbut is ratherawkward otherwise.

- List thefloppy devicesandtheir allowablemountpointstogethemith the suitableoptionsin
/etc/fstab.

Thelastalternatve canbeimplementedy addingaline lik e the following to the \fn{/etc/fstab} file:

/ dev/ fdO [ f1 oppy nmsdos user, noaut o 0 0

51



Chapter4. Using Disksand Other Stotage Media

The columnsare: device file to mount,directoryto mounton, filesystemtype, options, backupfrequeng
(usedby dump), andfsck passnumber(to specifythe orderin which filesystemshouldbe checled
uponboot; 0 meanso check).

Thenoautooption stopsthis mountto be doneautomaticallywhenthe systemis started(i.e., it stops
mount -a from mountingit). Theuseroptionallows any userto mountthefilesystemand,becausef
securityreasonsgisallovs executionof programgnormalor setuid)andinterpretatiorof device files
from the mountedfilesystem After this, any usercanmounta floppy with anmsdosdfilesystenwith the
following command:

$ nmount /fl oppy
$

Thefloppy can(andneeddo, of coursebeunmountedvith the correspondingecmd{umount}command.

If youwantto provide accesgo severaltypesof floppies,you needto give severalmountpoints. The
settingscanbe differentfor eachmountpoint. For example to give accesso bothMS-DOSandext2
floppies,you couldhave thefollowing to linesin / et ¢/ f st ab:

/ dev/ fdO / dosf | oppy nsdos user,noauto 0 O
/ dev/ fdO / ext 2f | oppy ext 2 user,noauto 0 O

For MS-DOSfilesystemgnot just floppies),you probablywantto restrictaccesdo it by usingtheuid,
gid, andumaskfilesystemoptions,describedn detailonthe mount manualpage.If you arent careful,
mountingan MS-DOSfilesystengiveseveryoneat leastreadaccesdo thefilesin it, whichis notagood
idea.

Checking filesystem integrity with fsck

Filesystem@arecomple« creaturesandassuch,they tendto be someavhaterrorprone.A filesystems
correctnesandvalidity canbe checledusingthefsck command It canbeinstructedto repairany minor
problemsit finds,andto alertthe userif thereany unrepairablgroblems.Fortunatelythe codeto
implementfilesystemss deluggedquite effectively, sothereareseldomary problemsatall, andthey are
usuallycausedy power failures failing hardware,or operatorerrors;for example by not shuttingdown
thesystemproperly

Most systemsaresetupto run fsck automaticallyat boottime, sothatary errorsaredetectedand
hopefully correctedpeforethe systemis used.Useof a corruptedilesystemtendsto make thingsworse:
if thedatastructuresaremessedip, usingthefilesystemwill probablymesshemup evenmore,resulting
in moredataloss. However, fsck cantake awhile to run onbig filesystemsandsinceerrorsalmostnever
occurif thesystemhasbeenshutdown properly a coupleof tricks areusedto avoid doingthechecksn
suchcasesThefirstis thatif thefile / et ¢/ f ast boot exists,nochecksaremade.The seconds thatthe
ext2 filesystemhasa specialmarker in its superblockhattells whetherthe filesystemwasunmounted
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properlyafterthe previousmount. This allows e2fsck(the versionof fsck for the ext2 filesystem)}o
avoid checkingthefilesystemif theflag indicatesthatthe unmountwasdone(the assumptiorbeingthat
aproperunmountindicatesno problems) Whetherthe/ et c/ f ast boot trick workson your system
depend®n your startupscripts,but the ext2 trick worksevery time you usee2fsck It hasto be explicitly
bypassedvith anoptionto e2fsckto be avoided. (Seethe e2fsckmanpagefor detailson how.)

Theautomaticcheckingonly worksfor thefilesystemghataremountedautomaticallyat boottime. Use
fsck manuallyto checkotherfilesystemse.g.,floppies.

If fsck findsunrepairablgroblemsyou needeitherin-depthknowlege of how filesystemswork in
generalandthetype of the corruptfilesystemin particular or goodbackups.Thelatteris easy(although
sometimegedious)to arrangethe formercansometimedearrangedria a friend, the Linux nenvsgroups
andmailing lists, or someothersourceof support,f you don't have theknow-how yourself.I'd like to
tell you moreaboutit, but my lack of educatiorandexperiencdn this regardhindersme. The debugfs
programby TheodoreT’soshouldbe useful.

fsck mustonly berun on unmountedilesystemsnever on mountedfilesystemgwith the exceptionof
theread-onlyroot duringstartup).This is becausedt accessetheraw disk,andcanthereforemodify the
filesystemwithoutthe operatingsystenrealizingit. Therewill betrouble,if the operatingsystemis
confused.

Checking for disk errors with badblocks

It canbeagoodideato periodicallycheckfor badblocks. Thisis donewith the badblockscommandt
outputsalist of the numberf all badblocksit canfind. Thislist canbefedto fsck to berecordedn the
filesystemdatastructuresothatthe operatingsystemwon't try to usethe badblocksfor storingdata.
Thefollowing examplewill showv how this couldbedone.

$ badbl ocks /dev/fdOH1440 1440 > bad- bl ocks
$ fsck -t ext2 -1 bad-bl ocks /dev/fdOH1440
Paral l elizing fsck version 0.5a (5-Apr-94)
e2fsck 0.5a, 5-Apr-94 for EXT2 FS 0.5, 94/03/10
Pass 1: Checking inodes, blocks, and sizes

Pass 2: Checking directory structure

Pass 3: Checking directory connectivity
Pass 4: Check reference counts

Pass 5: Checking group sunmmary i nfornation.

/ dev/ f dOH1440: ***** F|LE SYSTEM WAS MODI FI ED *****
/ dev/ f dOH1440: 11/360 files, 63/1440 bl ocks
$
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If badblockseportsablock thatwasalreadyused,e2fsckwill try to move theblockto anothemplace.If
theblock wasreally bad,not justmaginal, the contentf thefile maybecorrupted.

Fighting fragmentation

Whenafile is written to disk, it can't alwaysbewrittenin consecutie blocks. A file thatis not storedin
consecutre blocksis fragmented It takeslongerto reada fragmentedile, sincethe disk’s read-write
headwill haveto move more.lt is desireabldo avoid fragmentationalthoughit is lessof a problemin a
systemwith a goodbuffer cachewith read-ahead.

The ext2 filesystemattemptgo keepfragmentatiorat a minimum, by keepingall blocksin afile close
togetherevenif they cant bestoredin consecutie sectors Ext2 effectively alwaysallocateghefree
block thatis nearesto otherblocksin afile. For ext2, it is thereforeseldomnecessaryo worry about
fragmentationThereis a programfor defragmentinganext2 filesystemseeXXX (ext2-defrag)in the
bibliography

Therearemary MS-DOSdefragmentatioprogramghatmove blocksaroundin thefilesystemo remove
fragmentationFor otherfilesystemsdefragmentatiomustbe doneby backingup thefilesystem,
re-creatingt, andrestoringthefiles from backups Backingup afilesystenmbeforedefragmenings a
goodideafor all filesystemssincemary thingscango wrongduringthe defragmentation.

Other tools for all filesystems

Someothertoolsarealsousefulfor managindilesystemsdf shavs the free disk spaceon oneor more
filesystemsdu shovs how muchdisk spaceadirectoryandall its files contain. Thesecanbe usedto
huntdown disk spacewasters.

syncforcesall unwrittenblocksin the buffer cache(seethe sectioncalledThebuffer cachein Chapters)
to bewrittento disk. It is seldomnecessaryo do this by hand;the daemorprocessipdate doesthis
automatically It canbeusefulin catastrophiedpr exampleif update or its helperprocessdflush dies,
or if youmustturn off power nowandcant wait for update to run.

Other tools for the ext2 filesystem

In additionto thefilesystemcreator(mke2fg andchecler (e2fsck accessiblalirectly or via the
filesystentypeindependentront ends the ext2 filesystemhassomeadditionaltoolsthatcanbe useful.

tune2fsadjustdfilesystemparametersSomeof the moreinterestingparameterare:

- A maximalmountcount.e2fsckenforcesa checkwhenfilesystemhasbeenmountedtoo mary times,
evenif thecleanflagis set.For a systemthatis usedfor developingor testingthe systemjt mightbea
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goodideato reducethis limit.

- A maximaltime betweerchecks.e2fsckcanalsoenforcea maximaltime betweerntwo checks gvenif
thecleanflagis set,andthefilesystemhasnt beenmountedvery often. This canbe disabled however.

« Numberof blocksresenedfor root. Ext2 resenessomeblocksfor rootsothatif thefilesystenfills
up, it is still possibleto do systemadministratiorwithout having to deleteanything. Theresenred
amountis by default5 percentwhich on mostdisksisn’t enoughto be wasteful.However, for floppies
thereis no pointin reservingary blocks.

Seethetune2fsmanualpagefor moreinformation.

dumpe2fsshaws informationaboutanext2 filesystemmostly from the superblock Figure4-5shavs a
sampleoutput. Someof theinformationin the outputis technicalandrequiresunderstandingf how the
filesystemworks (seeappendixXXX ext2fspaper)but muchof it is readily understandablevenfor
layadmins.

Figure 4-5. Sampleoutput fr om dumpe?2fs

dumpe2f9.5b,11-Mar95for EXT2 FS0.5a,94/10/23
Filesystenmagicnumber: OXEF53
Filesystenstate: clean

Errorsbehavior: Continue
Inodecount: 360
Block count: 1440
Reseredblockcount: 72
Freeblocks: 1133
Freeinodes: 326
Firstblock: 1

Block size: 1024
Fragmensize: 1024

Blockspergroup: 8192
Fragmentgergroup: 8192

Inodespergroup: 360

Lastmounttime: TueAug 801:52:521995
Lastwrite time: TueAug 801:53:281995

Mountcount: 3
Maximummountcount: 20

Lastchecled: TueAug 801:06:311995
Checkinterval: 0

Reseredblocksuid: 0 (userroot)
Reseredblocksgid: 0 (grouproot)

GroupO:
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Block bitmapat 3, Inodebitmapat 4, Inodetableat5
1133freeblocks,326freeinodes,2 directories
Freeblocks:307-1439

Freeinodes:35-360

debugfsis afilesystemdehugger It allows directaccesdo thefilesystemdatastructuresstoredon disk
andcanthusbeusedto repairadisk thatis sobrokenthatfsck cant fix it automatically It hasalsobeen
known to be usedto recoverdeletediles. However, debugfs very muchrequiresthatyou understand
whatyou’re doing;afailureto understand¢andestrqy all your data.

dump andrestore canbe usedto backup anext2 filesystem.They areext? specificversionsof the
traditionalUNIX backuptools. SeeChapterl0 for moreinformationon backups.

without filesystems

Not all disksor partitionsareusedasfilesystemsA swap partition,for example,will nothave a
filesystemonit. Many floppiesareusedin atape-drve emulatingfashion sothatatar or otherfile is
written directly on theraw disk, without a filesystem.Linux bootfloppiesdon’t containafilesystem,
only theraw kernel.

Avoiding afilesystemhasthe advantageof makingmoreof thedisk usable sinceafilesystemalwayshas
somebookkeepingoverheadlt alsomakesthe disksmoreeasilycompatiblewith othersystemsfor
example,thetar file formatis the sameon all systemsyhile filesystemsaredifferenton mostsystems.
Youwill quickly getusedto diskswithoutfilesystemsf you needthem.BootableLinux floppiesalsodo
notnecessarihhave afilesystemalthoughthatis alsopossible.

Onereasorto useraw disksis to make imagecopiesof them. For instanceif thedisk containsa partially
damagedilesystem|t is agoodideato make anexactcopy of it beforetrying to fix it, sincethenyou
canstartagainif yourfixing breaksthingsevenmore.Oneway to do thisis to usedd:

$ dd if=/dev/fdOH1440 of =f| oppy-i mage
2880+0 records in

2880+0 records out

$ dd if=floppy-inmage of =/ dev/fdOH1440
2880+0 records in

2880+0 records out

$

Thefirst dd makesanexactimageof thefloppy to thefile f | oppy- i mage, thesecondnewritesthe
imageto thefloppy. (Theuserhaspresumablswitchedthe floppy beforethe secondcommand.
Otherwisethecommandoairis of doubtfulusefulness.)
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Allocating disk space

Partitioning schemes

It is noteasyto partitionadisk in the bestpossibleway. Worse thereis no universallycorrectway to do
it; therearetoo mary factorsinvolved.

Thetraditionalway is to have a (relatively) smallroot filesystemwhich containg bi n,/ et c, / dev,
/1i b, /tnp, andotherstuf thatis neededo getthe systemup andrunning. This way, the root
filesystem(in its own partitionor onits own disk) is all thatis neededo bring up the system.The
reasonings thatif therootfilesystemis smallandis not heavily usediit is lesslik ely to becomecorrupt
whenthe systemcrashesandyou will thereforefind it easierto fix arny problemscausedy thecrash.
Thenyou createseparatartitionsor useseparataisksfor thedirectorytreebelow / usr , theusers’
homedirectories(oftenunder/ hone), andthe swap space Separatinghe homedirectories(with the
users’files) in their own partitionmakesbackupseasiersinceit is usuallynot necessaryo backup
programgwhich residebelon / usr). In anetworkedervironmentit is alsopossibleto sharel usr
amongseveralmachinege.g.,by usingNFS),therebyreducingthetotal disk spacerequiredby several
tensor hundredof megabytedimesthe numberof machines.

The problemwith having mary partitionsis thatit splitsthetotal amountof free disk spacento mary
smallpieces.Nowadayswhendisksand (hopefully) operatingsystemsaremorereliable,mary people
preferto have just onepartitionthatholdsall their files. Onthe otherhand,it canbelesspainful to back
up (andrestore)a smallpartition.

For asmallharddisk (assuming/ou don't do kerneldevelopment) the bestway to gois probablyto
have just onepatrtition. For large harddisks, it is probablybetterto have afew large partitions,justin
casesomethingdoesgowrong. (Notethat‘small’ and‘large’ areusedin arelative sensenere;your
needdor disk spacadecidewhatthethresholds.)

If you have severaldisks,you mightwishto have therootfilesystem(including/ usr ) onone,andthe
users’homedirectorieson another

It is agoodideato be preparedo experimenta bit with differentpartitioningschemegovertime, not
justwhile first installingthe system).This is a bit of work, sinceit essentiallyequiresyou to install the
systemfrom scratchseveraltimes,but it is the only way to besureyou doit right.

Space requirements

TheLinux distribution you install will give someindicationof how muchdisk spaceyou needfor
variousconfigurations Programsnstalledseparatelynay alsodo the same.This will helpyou planyour
disk spaceusagehut you shouldprepareor the future andresene someextra spacefor thingsyou will
noticelaterthatyou need.
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Theamountyou needfor userfiles depend®n whatyour userswish to do. Most peopleseento needas
muchspacdor their files aspossible but theamountthey will live happilywith variesalot. Some
peopledo only light text processing@ndwill survive nicely with afew megabytespthersdo heary image
processing@ndwill needgigabytes.

By theway, whencomparingfile sizesgivenin kilobytesor megabytesanddisk spacegivenin
megabytesijt canbeimportantto know thatthe two units canbe different. Somedisk manufcturerdik e
to pretendthatakilobyte is 1000bytesanda megabyteis 1000kilobytes,while all therestof the
computingworld usesl024for bothfactors.Thereforemy 345MB harddisk wasreallya330MB hard
disk.

Swap spaceallocationis discussedn the sectioncalledAllocatingswapspacein Chapters.

Examples of hard disk allocation

| usedto have a109MB harddisk. Now | amusinga330MB harddisk. I’ ll explain how andwhy |
partitionedthesedisks.

The109MB disk | partitionedin alot of ways,whenmy needsandthe operatingsystemd used
changed]’ Il explaintwo typical scenariosFirst, | usedto run MS-DOStogethemwith Linux. For that,|
needechbout20 MB of harddisk, or justenoughto have MS-DOS,a C compiler, aneditor, afew other
utilities, the programl wasworking on, andenoughfreedisk spaceo notfeel claustrophobicFor Linux,
| hada 10 MB swappartition,andtherest,or 79 MB, wasa singlepartitionwith all thefiles| hadunder
Linux. | experimentedvith having separateoot,/ usr , and/ hone partitions,but therewasnever
enoughfreedisk spacen onepieceto do muchinteresting.

Whenl didn’t needMS-DOSarymore,| repartitionedhedisk sothatl hada12 MB swap partition,and
againhadtherestasasinglefilesystem.

The330MB diskis partitionedinto severalpartitions lik e this:

5MB root filesystem

10MB swap partition

180MB \fn{/usr} filesystem
120MB \fn{/lhome} filesystem
15MB scratchpartition

Thescratchpartitionis for playingaroundwith thingsthatrequiretheir own partition,e.qg.,trying
differentLinux distributions,or comparingspeed®f filesystemsWhennot neededor arnything else,it
is usedasswapspacgl liketo have alot of openwindows).
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Adding more disk space for Linux

Adding moredisk spacefor Linux is easy atleastafterthe hardwarehasbeenproperlyinstalled(the
hardwareinstallationis outsidethe scopeof this book). You formatit if necessarythencreatethe
partitionsandfilesystemasdescribedabore, andaddthe properlinesto/ et ¢/ f st ab sothatit is
mountedautomatically

Tips for saving disk space

Thebesttip for saving disk spacseis to avoid installingunnecessargrograms Most Linux distributions
have anoptionto install only partof the packageshey contain,andby analyzingyour needsyou might
noticethatyou don’'t needmostof them. Thiswill helpsave alot of disk spacesincemary programsare
quitelarge. Evenif you do needa particularpackageor program,you might not needall of it. For
example,someon-linedocumentatiomight be unnecessargsmight someof the Elisp files for GNU
Emacssomeof thefontsfor X11, or someof thelibrariesfor programming.

If you cannotuninstallpackagesyou mightlook into compressionCompressiofprogramssuchasgzip
or zip will compresganduncompressindividualfiles or groupsof files. The gzexesystemwill
compresanduncompresprogramsnvisibly to the user(unusedprogramsarecompressedhen
uncompressedsthey areused).The experimentaDouBle systemwill compresall filesin afilesystem,
invisibly to the programghatusethem. (If you arefamiliarwith productssuchasStacler for MS-DOS,
theprincipleis thesame.)

Notes

1. Theplattersaremadeof a hardsubstanceg.g.,aluminium,which givesthe harddisk its name.

N

TheBIOS is somebuilt-in softwarestoredon ROM chips. It takescare,amongotherthings,of the
initial stagesf booting.

Thenumbersarecompletelyimaginary

Thatis, the surfaceinsidethedisk, on the metaldisk insidethe plasticcoating.
But completelydifferent,of course.

lllogical?

For moreinformation,seethekernelsourceor the KernelHackers’ Guide.

© N o 0o M W

It shouldof coursebeunmount, but then mysteriouslydisappeareth the 70’s,andhasnt beenseen
since.Pleaseeturnit to Bell Labs,NJ, if youfind it.

9. It requiresseveralsecond®f hardthinking onthe users’behalf.

10. Sictransitdiscusmundi.
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What

“Minnet, jag hartappatmitt minne,ar jag svenskeller finne, kommerinte ihag...” (BosseOsterbeg)

This sectiondescribeghe Linux memorymanagemerfeaturesj.e., virtual memoryandthedisk buffer
cache.The purposeandworkingsandthethingsthe systemadministratomeedgo take into
consideratioraredescribed.

IS virtual memor y?

Linux supportsvirtual memorythatis, usinga disk asanextensionof RAM sothatthe effective sizeof
usablememorygrows correspondinglyThekernelwill write the contentsof a currentlyunusedlock of
memoryto the harddisk sothatthe memorycanbe usedfor anothempurpose Whenthe original contents
areneededhgain,they arereadbackinto memory Thisis all madecompletelytransparento the user;
programsunningunderLinux only seethe largeramountof memoryavailableanddon’t noticethat
partsof themresideon thedisk from time to time. Of courseyeadingandwriting theharddisk is slower
(ontheorderof athousandimesslower) thanusingrealmemory sothe programsdon'’t run asfast. The
partof thehharddisk thatis usedasvirtual memoryis calledthe swapspace

Linux canuseeitheranormalfile in thefilesystemor a separatgartitionfor swapspace A swap
partitionis faster but it is easierto changehe sizeof a swapfile (theres no needto repartitionthewhole
harddisk, andpossiblyinstall everythingfrom scratch) Whenyou know how muchswap spaceyou
needyou shouldgo for a swap partition, but if you areuncertainyou canusea swapfile first, usethe
systemfor awhile sothatyou cangetafeel for how muchswapyou need,andthenmake a swap
partitionwhenyou're confidentaboutits size.

You shouldalsoknow thatLinux allows oneto useseveralswap partitionsand/orswapfiles atthe same
time. This meanghatif you only occasionallyneedanunusualmountof swap spaceyou cansetup an
extraswapfile at suchtimes,insteadof keepingthewholeamountallocatedall thetime.

A noteonoperatingsystemterminology:computerscienceusuallydistinguishebetweerswapping
(writing thewhole procesutto swap spacegndpaging(writing only fixedsizeparts,usuallya few
kilobytes,at atime). Pagingis usuallymoreefficient,andthat's whatLinux does but traditionalLinux
terminologytalks aboutswappinganyway. *

Creating a swap space

A swapfile is anordinaryfile; it is in noway specialto thekernel. The only thing thatmattersto the
kernelis thatit hasno holes,andthatit is preparedor usewith mkswap. It mustresideon alocal disk,
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however; it can't residein afilesystemthathasbeenmountedover NFSdueto implementatiorreasons.

Thebit aboutholesis important. The swapfile resenesthe disk spacesothatthe kernelcanquickly
swap out a pagewithout having to go throughall thethingsthatarenecessaryhenallocatinga disk
sectorto afile. Thekernelmerelyusesary sectorghathave alreadybeenallocatedto thefile. Becausea
holein afile meanghatthereareno disk sectorsallocatedfor thatplacein thefile), it is not goodfor the
kernelto try to usethem.

Onegoodway to createthe swapfile without holesis throughthefollowing command:

$ dd if=/dev/zero of=/extra-swap bs=1024 count=1024
1024+0 records in

1024+0 records out

$

where/ ext r a- swap is thenameof the swapfile andthesizeof is givenafterthecount =. It is bestfor
thesizeto beamultiple of 4, becausehe kernelwrites outmemorypages which are4 kilobytesin size.
If thesizeis notamultiple of 4, thelastcoupleof kilobytesmaybeunused.

A swappartitionis alsonot specialin any way. You createit just like any otherpartition;theonly
differencds thatit is usedasaraw partition,thatis, it will not containary filesystematall. It is agood
ideato markswap partitionsastype 82 (Linux swap);thiswill the make partitionlistingsclearereven
thoughit is not strictly necessaryo thekernel.

After you have createda swapfile or a swap partition,you needto write a signatureo its beginning; this
containssomeadministratve informationandis usedby the kernel. Thecommando do thisis
\cmd{mkswap}, usedlik e this:

$ nkswap /extra-swap 1024
Setting up swapspace, size = 1044480 bytes
$

Notethatthe swap spacsis still notin useyet: it exists,but the kerneldoesnot useit to provide virtual
memory

You shouldbevery carefulwhenusingmkswap, sinceit doesnot checkthatthefile or partitionisn’t
usedfor anything else.You caneasilyoverwriteimportantfilesand partitionswith mkswap! Fortunately
you shouldonly needto usemkswap whenyou install your system.

TheLinux memorymanagetimits the sizeof eachswap spaceo about127MB (for varioustechnical
reasonstheactuallimit is (4096-10)* 8 * 4096= 133890048%ytes,or 127.6875megabytes).Youcan,
however, useup to 16 swap spacesimultaneouslyfor atotal of almost2 GB. 2
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Using a swap space

An initialized swap spacds takeninto usewith swapon This commandellsthe kernelthatthe swap
spacecanbe used.The pathto the swap spaces givenasthe argument,soto startswappingona
temporaryswapfile onemight usethefollowing command.

$ swapon /extra-swap
$

Swap spacesanbeusedautomaticallyby listing themin the/ et c/ f st ab file.
/ dev/ hda8 none swap Sw 0 0
/ swapfile none swap Sw 0 0

Thestartupscriptswill runthecommandswapon-a, whichwill startswappingon all theswap spaces
listedin /etc/fstab. Thereforethe swaponcommands usuallyusedonly whenextra swapis needed.

You canmonitorthe useof swap spacewith free It will tell thetotalamountof swap spaceused.

$ free

t ot al used free shar ed buffers
Mem 15152 14896 256 12404 2528
-/ + buffers: 12368 2784
Swap: 32452 6684 25768
$

Thefirst line of output(Mem ) shavs the physicalmemory Thetotal columndoesnot shav the physical
memoryusedby the kernel,whichis usuallyabouta megabyte.The usedcolumnshaws the amountof
memoryused(the secondine doesnot countbuffers). Thefree columnshons completelyunused
memory The sharedcolumnshavs theamountof memorysharedy severalprocesseghe more,the
merriet Thebufferscolumnshaws the currentsizeof the disk buffer cache.

Thatlastline (Swap: ) shavs similarinformationfor the swapspaceslif thisline is all zeroesyour swap
spacds notactivated.

The sameinformationis availablevia top, or usingthe procfilesystemin file / pr oc/ memi nf o. It is
currentlydifficult to getinformationon the useof a specificswap space.

A swapspacecanberemovedfrom usewith swapoff. It is usuallynot necessaryo doit, exceptfor
temporaryswap spacesAny pagesn usein the swap spaceareswappedn first; if thereis not sufiicient
physicalmemoryto hold them,they will thenbe swappedout (to someotherswapspace)lf thereis not
enoughvirtual memoryto hold all of thepaged_inux will startto thrash;afteralongwhile it should
recover, but meanwhilethe systemis unusable You shouldcheck(e.g.,with fr eg thatthereis enough
freememorybeforeremoving a swap spacerom use.
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All the swap spaceghatareusedautomaticallywith swapon-a canberemovedfrom usewith swapoff
-g; it looksatthefile / et c/ f st ab to find whatto remove. Any manuallyusedswap spacewill remain
in use.

Sometimes lot of swap spacecanbein useeventhoughthereis alot of free physicalmemory This can
happerfor instancdf atonepointthereis needto swap, but latera big processhatoccupiedmuchof the
physicalmemoryterminatesandfreesthe memory The swapped-outiatais not automaticallyswapped
in until it is neededsothe physicalmemorymayremainfreefor alongtime. Thereis no needto worry
aboutthis, but it canbe comfortingto know whatis happening.

Sharing swap spaces with other operating systems

Virtual memoryis built into mary operatingsystems Sincethey eachneedit only whenthey are
running,i.e., never atthe sametime, the swap space®f all but the currentlyrunningonearebeing
wasted.lt would be moreefficient for themto sharea singleswapspace.Thisis possible pbut canrequire
abit of hacking.The Tips-HONTO containssomeadviceon how to implementthis.

Allocating swap space

Somepeoplewill tell youthatyou shouldallocatetwice asmuchswap spaceasyou have physical
memory but thisis abogusrule. Heres how to doit properly:

- Estimateyourtotal memoryneeds Thisis thelargestamountof memoryyou’ll probablyneedata
time, thatis the sumof the memoryrequirementsf all the programsyou wantto run atthe sametime.
This canbedoneby runningatthe sametime all the programsyou arelik ely to ever berunningat the
sametime.

For instanceijf youwantto run X, you shouldallocateabout8 MB for it, gccwantsseveralmegabytes
(somefiles needanunusuallylarge amountup to tensof megabytesput usuallyaboutfour should
do),andsoon. Thekernelwill useabouta megabyteby itself, andthe usualshellsandothersmall
utilities perhapsa few hundreckilobytes(saya megabytetogether).Thereis no needto try to be
exact,roughestimatesarefine, but you might wantto be on the pessimisticside.

Remembethatif therearegoingto be severalpeopleusingthe systemat the sametime, they areall
goingto consumanemory However, if two peoplerunthe sameprogramat the sametime, thetotal
memoryconsumptions usuallynotdouble,sincecodepagesandsharedibrariesexist only once.

Thefreeandps commandsreusefulfor estimatingthe memoryneeds.

- Add somesecurityto the estimaten stepl. Thisis becausestimate®f programsizeswill probably
bewrong,becausegou’ll probablyforgetsomeprogramsyou wantto run, andto make certainthat
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you have someextra spacqustin case A coupleof megabyteshouldbefine. (It is betterto allocate
too muchthantoo little swap spacebut theres no needto over-doit andallocatethewholedisk, since
unusedswap spacds wastedspaceseelateraboutaddingmoreswap.) Also, sinceit is nicerto deal
with evennumbersyou canroundthevalueup to thenext full megabyte.

« Basedon thecomputationsbore, you know how muchmemoryyou’ll be needingn total. So,in
orderto allocateswapspaceyou just needto subtracthe sizeof your physicalmemoryfrom thetotal
memoryneededandyou know how muchswap spaceyou need.(On someversionsof UNIX, you
needto allocatespaceor animageof the physicalmemoryaswell, sotheamountcomputedn step2
is whatyou needandyou shouldnt do the subtraction.)

- If your calculatedswap spaces very muchlargerthanyour physicalmemory(morethana couple
timeslarger),you shouldprobablyinvestin morephysicalmemory otherwiseperformancevill betoo
low.

It' sagoodideato have atleastsomeswap spacegvenif your calculationgndicatethatyou neednone.
Linux usesswap spacesomavhataggresaiely, sothatasmuchphysicalmemoryaspossiblecanbe kept
free. Linux will swapout memorypageghathave notbeenused.evenif thememoryis notyetneeded
for anything. This avoidswaiting for swappingwhenit is neededthe swappingcanbe doneearlier,
whenthediskis otherwiseidle.

Swap spacecanbedividedamongseveraldisks. This cansometimesmprove performancegdepending
ontherelative speed®f the disksandthe accespatternsof the disks. You might wantto experiment
with afew schemeshut be awarethatdoingthe experimentsgroperlyis quite difficult. You shouldnot
believe claimsthatany oneschemes superiorto arny other, sinceit won't alwaysbetrue.

The buffer cache

Readingfrom adisk ® is very slov comparedo accessingreal) memory In addition,it is commonto
readthe samepartof a disk severaltimesduringrelatively shortperiodsof time. For example,onemight
first readane-mailmessagethenreadtheletterinto aneditorwhenreplyingto it, thenmalke the malil
programreadit againwhencopying it to afolder. Or, considethow oftenthe commands mightberun
on asystemwith mary users.By readingtheinformationfrom disk only onceandthenkeepingit in
memoryuntil nolongerneededpnecanspeedup all but thefirst read. Thisis calleddisk buffering, and
thememoryusedfor the purposes calledthe buffer cache.

Sincememoryis, unfortunatelya finite, nay, scarceresourcethe buffer cacheusuallycannotbe big
enough(it cant hold all the dataoneever wantsto use).Whenthe cachefills up, thedatathathasbeen
unusedor thelongesttime is discardecandthe memorythusfreedis usedfor the new data.

Disk buffering worksfor writesaswell. Onthe onehand,datathatis written is oftensoonreadagain
(e.g.,asourcecodefile is savedto afile, thenreadby the compiler),soputting datathatis writtenin the
cacheis agoodidea.Ontheotherhand,by only puttingthe datainto the cache notwriting it to disk at
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once,the programthatwritesrunsquicker. Thewritescanthenbedonein the backgroundyithout
slowing down the otherprograms.

Most operatingsystemshave buffer cachegalthoughthey might be calledsomethingelse),but notall of
themwork accordingto theabove principles.Somearewrite-through the datais written to disk at once
(it is keptin the cacheaswell, of course).The cacheis calledwrite-bad if thewritesaredoneatalater
time. Write-backis moreefficient thanwrite-through but alsoa bit moreproneto errors:if themachine
crashesopr the poweris cutatabadmoment,or thefloppy is removedfrom thedisk drive beforethe data
in the cachewaiting to bewritten getswritten, the changesn the cacheareusuallylost. This might even
meanthatthefilesystem(if thereis one)is notin full working order, perhap$ecause¢he unwrittendata
heldimportantchangego the bookkeepinginformation.

Becausef this, you shouldneverturn off the powerwithout usinga propershutdavn procedurgsee
Chapters), or remove afloppy from thedisk drive until it hasbeenunmountedif it wasmounted)or
afterwhatever programis usingit hassignaledhatit is finishedandthefloppy drivelight doesnt shine
arnymore. Thesynccommandlusheghebuffer, i.e., forcesall unwrittendatato bewritten to disk, and
canbeusedwhenonewantsto be surethateverythingis safelywritten. In traditional UNIX systems,
thereis a programcalledupdate runningin the backgroundvhich doesa syncevery 30 secondssoit is
usuallynot necessaryo usesync. Linux hasanadditionaldaemonpdflush, which doesamore
imperfectsyncmorefrequentlyto avoid the sudderfreezedueto heary disk /O thatsyncsometimes
causes.

UnderLinux, bdflush is startedby update. Thereis usuallyno reasorto worry aboutit, but if bdflush
happendo die for somereasonthekernelwill warnaboutthis, andyou shouldstartit by hand
(/sbin/update).

The cachedoesnot actuallybuffer files, but blocks,which arethe smallestunits of disk I/O (under
Linux, they areusuallyl1 kB). Thisway, alsodirectories superblocks,otherfilesystembookkeeping
data,andnon-filesystentdisksarecached.

The effectivenesf a cachels primarily decidedby its size. A smallcacheis next to uselessit will hold
solittle datathatall cachedlatais flushedfrom the cachebeforeit is reused-Thecritical sizedepend®n
how muchdatais readandwritten, andhow oftenthe samedatais accessedTheonly wayto know is to
experiment.

If thecacheis of afixedsize,it is notvery goodto haveit too big, either becaus¢hatmight make the
freememorytoo smallandcauseswapping(whichis alsoslow). To make the mostefficient useof real
memory Linux automaticallyusesall freeRAM for buffer cache put alsoautomaticallymakesthecache
smallerwhenprogramsneedmorememory

UnderLinux, you do not needto do anything to make useof the cachejt happensompletely
automatically Exceptfor following the properproceduregor shutdavn andremaoving floppies,you do
not needto worry aboutit.
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Notes

1. Thusquite needlesslyannging a numberof computerscientistssomethinghorrible.
2. A gigabytehere,a gigabytethere pretty soonwe starttalking aboutrealmemory

3. ExceptaRAM disk, for obviousreasons.
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Startmeup
Ah...you've gotto...you've gotto
Never, never never stop
Startit up
Ah... startit up, never, never, never
You make agrowvn mancry,

you make agrown mancry
(Rolling Stones)

This sectionexplainswhatgoeson whena Linux systemis broughtup andtakendown, andhow it
shouldbedoneproperly If properproceduresrenotfollowed,files might be corruptedor lost.

An overview of boots and shutdo wns

Theactof turningon a computersystemandcausingts operatingsystemto beloaded' is called
booting The namecomesfrom animageof thecomputerpulling itself up from its bootstrapsbut theact
itself slightly morerealistic.

During bootstrappingthe computeffirst loadsa small pieceof codecalledthe bootstiap loader, which

in turnloadsandstartsthe operatingsystem.The bootstragoaderis usuallystoredin afixedlocationon
aharddisk or afloppy. Thereasorfor this two stepprocesss thatthe operatingsystemis big and
complicatedput thefirst pieceof codethatthe computedoadsmustbevery small(afew hundredbytes),
to avoid makingthefirmwareunnecessarilgomplicated.

Differentcomputersio the bootstrappinglifferently. For PC’s, the computer(its BIOS) readsin thefirst
sector(calledthebootsecto)) of afloppy or harddisk. The bootstragoaderis containedwithin this
sector It loadsthe operatingsystemfrom elsevhereon the disk (or from someotherplace).

After Linux hasbeenloaded.,it initializesthe hardwareanddevice drivers,andthenrunsinit . init starts
otherprocesseto allow userso log in, anddo things. Thedetailsof this partwill be discussedbelow.

In orderto shutdown a Linux systemfirst all processearetold to terminate(this makesthemcloseary

filesanddo othernecessarthingsto keepthingstidy), thenfilesystemsaindswap areasareunmounted,
andfinally amessagés printedto the consolethatthe power canbeturnedoff. If theproperprocedurds
notfollowed,terriblethingscanandwill happenmostimportantly thefilesystembuffer cachemightnot
beflushedwhichmeanghatall datain it is lostandthefilesystemon diskis inconsistentandtherefore
possiblyunusable.
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The boot process in closer look

You canbootLinux eitherfrom afloppy or from the harddisk. Theinstallationsectionin the Installation
andGettingStartedguide (XXX citation)tells you how to install Linux soyou canbootit theway you
wantto.

Whena PCis bootedthe BIOS will do variousteststo checkthateverythinglooksall right, ? andwill
thenstartthe actualbooting. It will chooseadisk drive (typically thefirst floppy drive,if thereis afloppy
inserted ptherwisethefirst harddisk, if oneis installedin the computerithe ordermight be configurable,
however)andwill thenreadits veryfirst sector Thisis calledthebootsector, for a harddisk, it is also
calledthe masterbootrecod, sincea harddisk cancontainseveral partitions,eachwith their own boot
sectors.

Thebootsectorcontainsa smallprogram(smallenoughto fit into onesector)whoseresponsibilityis to
readthe actualoperatingsystemfrom thedisk andstartit. WhenbootingLinux from a floppy disk, the
bootsectorcontainscodethatjust readsthefirst few hundredblocks(dependingn the actualkernel
size,of course)o a predetermineglacein memory OnaLinux bootfloppy, thereis no filesystemthe
kernelis just storedin consecutie sectorssincethis simplifiesthebootprocesslt is possible however,
to bootfrom afloppy with afilesystempy usingLILO, theLInux LOader

Whenbootingfrom the harddisk, the codein the mastetbootrecordwill examinethe partitiontable
(alsoin the masterbootrecord),identify the active partition (the partitionthatis markedto be bootable),
readthe bootsectorfrom thatpartition,andthenstartthe codein thatbootsector The codein the
partition’s bootsectordoeswhata floppy disk’s bootsectordoes:it will readin thekernelfrom the
partitionandstartit. Thedetailsvary, however, sinceit is generallynot usefulto have a separatgartition
for justthekernelimage,sothe codein the partition’s bootsectorcant justreadthediskin sequential
order it hasto find the sectorsvhereverthefilesystemhasput them. Therearesereralwaysaroundthis
problem,but themostcommonway is to useLILO. (Thedetailsabouthow to do this areirrelevantfor
this discussionhowever; seethe LILO documentatiorior moreinformation;it is mostthorough.)

Whenbootingwith LILO, it will normallygo right aheadandreadin andbootthe defaultkernel.lt is
alsopossibleto configureLILO to beableto bootoneof severalkernels,or evenotheroperatingsystems
thanLinux, andit is possiblefor theuserto choosewhich kernelor operatingsystemis to be bootedat
boottime. LILO canbeconfiguredsothatif oneholdsdown thealt, shift, or ctrl key atboottime (when
LILO isloaded),LILO will askwhatis to be bootedandnot bootthe defaultright away. Alternatively,
LILO canbeconfiguredsothatit will alwaysask,with anoptionaltimeoutthatwill causethe default
kernelto be booted.

With LILO, it is alsopossibleto give a kernelcommandine argument afterthe nameof thekernelor
operatingsystem.

Bootingfrom floppy andfrom harddisk have boththeir advantagesbut generallybootingfrom the hard
diskis nicer, sinceit avoidsthe hassleof playingaroundwith floppies.It is alsofaster However, it can
be moretroublesomeo install the systemto bootfrom the harddisk, somary peoplewill first bootfrom
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floppy, then,whenthe systemis otherwiseinstalledandworking well, will installLILO andstartbooting
from the harddisk.

After theLinux kernelhasbeenreadinto the memory by whaterer meansandis startedfor real,
roughlythefollowing thingshappen:

TheLinux kernelis installedcompressedsoit will first uncompres#self. The beginning of the
kernelimagecontainsa smallprogramthatdoesthis.

If you have a superVGA cardthatLinux recognizegandthathassomespecialtext modes(suchas
100 columnsby 40 rows), Linux asksyou which modeyou wantto use.During the kernel
compilation,it is possibleto presetavideomode,sothatthis is never asked. This canalsobedone
with LILO or rdev.

After this, thekernelcheckswhatotherhardwarethereis (harddisks,floppies,network adaptersetc),
andconfiguressomeof its device driversappropriatelywhile it doesthis, it outputsmessageabout
its findings. For example,whenl boot,| it lookslik e this:

LI LO boot:
Loadi ng | i nux.
Consol e: col our EGA+ 80x25, 8 virtual consoles
Serial driver version 3.94 with no serial options enabl ed
tty0OO at 0x03f8 (irq = 4) is a 16450
tty0l at 0x02f8 (irq = 3) is a 16450
Ip_init: |Ipl exists (0), using polling driver
Mermory: 7332k/ 8192k avail abl e (300k kernel code, 384k reserved, 176k data)
Fl oppy drive(s): fdO is 1.44M fdl is 1.2M
Loopback device init
War ni ng WD8013 board not found at i/o = 280.
Mat h coprocessor using irql3 error reporting.
Partition check:
hda: hdal hda2 hda3
VFS: Mounted root (ext filesystemn).
Li nux version 0.99.pl 9-1 (root @aven) 05/01/93 14:12:20

The exacttexts aredifferenton differentsystemsgdependingn the hardware,the versionof Linux being

used,andhow it hasbeenconfigured.

Thenthekernelwill try to mounttherootfilesystem.The placeis configurableat compilationtime, or
ary timewith rdev or LILO. Thefilesystemtypeis detectechutomatically If the mountingof theroot
filesystentfails, for examplebecausegou didn’t remembeto includethe correspondindilesystem
driverin thekernel,thekernelpanicsandhaltsthe system(thereisn’t muchit cando, anyway).

Therootfilesystemis usuallymountedread-only(this canbe setin the sameway asthe place).This
makesit possibleto checkthefilesystemwhile it is mounted;t is nota goodideato checka
filesystenthatis mountedread-write.
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« After this, the kernelstartsthe programinit (locatedin / sbi n/ i ni t ) in the backgroundthis will
alwaysbecomeprocessiumberl). init doesvariousstartupchores.The exactthingsit doesdepends
onhow it is configured;seeChapter7 for moreinformation(not yetwritten). It will atleaststartsome
essentiabackgroundiaemons.

- init thenswitchesto multi-usermode,andstartsa getty for virtual consolesandseriallines. getty is
the programwhich lets peoplelog in via virtual consolesandserialterminals.init mayalsostartsome
otherprogramsdependingon how it is configured.

« After this, thebootis complete andthe systemis up andrunningnormally.

More about shutdo wns

It isimportantto follow the correctproceduresvhenyou shutdown aLinux system.If youfail do so,
your filesystemgrobablywill becomerashedandthefiles probablywill becomescrambledThisis
becausé.inux hasa disk cachethatwon't write thingsto disk atonce,but only atintervals. This greatly
improvesperformancédut alsomeanghatif youjustturn off the power atawhim the cachemayhold a
lot of dataandthatwhatis onthedisk maynotbea fully working filesystem(becaus@nly somethings
have beenwrittento the disk).

Anotherreasoragainsjust flipping the power switchis thatin a multi-taskingsystentherecanbelots
of thingsgoingon in the backgroundandshuttingthe power canbe quite disastrousBy usingthe
propershutdavn sequenceyou ensurehatall backgroungrocessesansave their data.

Thecommandor properlyshuttingdown a Linux systemis shutdown. It is usuallyusedin oneof two
ways.

If you arerunninga systemwhereyou aretheonly user the usualway of usingshutdown is to quit all
runningprogramsjog out on all virtual consoleslog in asroot on oneof them(or stayloggedin asroot
if you alreadyare,but you shouldchangeto root’s homedirectoryor theroot directory, to avoid
problemswith unmounting) thengive the commandshutdown -h now (substitutenow with a plussign
andanumberin minutesif youwanta delay thoughyou usuallydon't on a singleusersystem).

Alternatively, if your systemhasmary usersusethecommandshutdown -h +time messagewhere
ti me is thetime in minutesuntil the systemis halted,andnessage is a shortexplanationof why the
systemis shuttingdown.

# shutdown -h +10 "We will install a new disk. System should
> be back on-line in three hours.’
#

Thiswill warneverybodythatthe systemwill shutdown in tenminutes,andthatthey’d bettergetlost or
losedata. Thewarningis printedto every terminalon which someonés loggedin, includingall xterms:
Broadcast nmessage fromroot (ttypO) Wed Aug 2 01:03:25 1995...
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W will install a new disk. System should
be back on-line in three hours.
The systemis going DO for systemhalt in 10 minutes !!

Thewarningis automaticallyrepeated few timesbeforethe boot, with shorterandshorterintervalsas
thetime runsout.

Whenthereal shuttingdown startsafterany delays.all filesystemgexcepttherootone)areunmounted,
userprocesses§if arnybodyis still loggedin) arekilled, daemonsreshutdown, all filesystemare
unmountedandgenerallyeverythingsettlesdown. Whenthatis done,init printsouta messagéhatyou
canpower down themachine.Then,andonly then,shouldyou move your fingerstowardsthe power
switch.

Sometimesalthoughrarelyon arny goodsystemi|t is impossibleto shutdown properly For instancejf
thekernelpanicsandcrashesandburnsandgenerallymisbehaes,it mightbe completelyimpossibleto
give ary new commandshenceshuttingdown properlyis somavhatdifficult, andjust abouteverything
you candois hopethatnothinghasbeentoo severelydamagedndturn off the power. If thetroublesare
abit lesssevere(say somebodyhit your keyboardwith anaxe), andthe kernelandthe update program
still runnormally; it is probablya goodideato wait a coupleof minutesto give update a chanceto flush
thebuffer cacheandonly cutthe power afterthat.

Somepeoplelik e to shutdown usingthe commandsync? threetimes,waiting for the disk 1/O to stop,
thenturn off the power. If thereareno runningprogramsthis is aboutequivalentto usingshutdown.
However, it doesnotunmountary filesystemsandthis canleadto problemswith the ext2fs “clean
filesystem”flag. Thetriple-syncmethodis not recommended

(In caseyou're wondering:thereasorfor threesyncsis thatin the early daysof UNIX, whenthe
commandsveretypedseparatelythatusuallygave sufiicienttime for mostdisk 1/0O to befinished.)

Rebooting

Rebootingmeandootingthe systemagain.This canbe accomplishedby first shuttingit down
completelyturning power off, andthenturningit backon. A simplerway is to askshutdown to reboot
the systemjnsteadof merelyhaltingit. Thisis accomplishedy usingthe-r optionto shutdown, for
example,by giving the commandshutdown -r now.

Most Linux systemsun shutdown -r now whenctrl-alt-delis pressean the keyboard. This rebootsthe
system.Theactionon ctrl-alt-delis configurablehowever, andit might be betterto allow for somedelay
beforetherebooton a multiusermachine.Systemghatarephysicallyaccessibléo anyonemighteven
be configuredto do nothingwhenctrl-alt-delis pressed.
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Single user mode

Theshutdown commancdcanalsobe usedto bring the systemdown to singleusermode,in which no
onecanlog in, but root canusethe console This is usefulfor systemadministratiortasksthatcant be
donewhile the systemis runningnormally.

Emergency boot floppies

Notes

It is notalwayspossibleto boota computerfrom the harddisk. For example,if you make a mistalein
configuringLILO, you might make your systemunbootable For thesesituationsyou needanalternative
way of bootingthatwill alwayswork (aslong asthe hardwareworks). For typical PC’s, this means
bootingfrom thefloppy drive.

Most Linux distributionsallow oneto createanemegencybootfloppyduringinstallation.It is a good
ideato dothis. However, somesuchbootdiskscontainonly thekernel,andassumeyou will beusingthe
programson thedistribution’s installationdisksto fix whatever problemyou have. Sometimeghose
programsarent enough;for example,you might have to restoresomefiles from backupsmadewith
softwarenot on theinstallationdisks.

Thus,it mightbe necessaryo createa customroot floppy aswell. The BootdiskHOWTO by Graham
Chapman(XXX citation) containsnstructionsfor doingthis. You must,of courseyemembeto keep
your emegendg bootandroot floppiesup to date.

You cant usethefloppy drive you useto mounttheroot floppy for anything else.This canbe
incorvenientif you only have onefloppy drive. However, if you have enoughmemaory you canconfigure
your bootfloppy to loadtherootdisk to aramdisk(the bootfloppy’s kernelneedgo be specially
configuredfor this). Oncetherootfloppy hasbeenloadedinto the ramdisk,thefloppy driveis freeto
mountotherdisks.

1. Onearlycomputersit wasnt enoughto merelyturn onthe computeryou hadto manuallyloadthe
operatingsystemaswell. Thesenew-fangledthing-a-ma-jigdoit all by themseles.

2. Thisis calledthepoweron selftest or POSTfor short.

3. syncflusheghebuffer cache.
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“Uuno on numeroyksi” (Sloganfor a seriesof Finnishmaovies.)

This chapterdescribegheinit processwhichis thefirst userlevel processtartedoy thekernel.init has
mary importantduties,suchasstartinggetty (sothatuserscanlog in), implementingrunlevels,and
taking careof orphanedrocessesThis chapterexplainshow init is configuredandhow you canmake
useof thedifferentrunlevels.

init comes first

init is oneof thoseprogramghatareabsolutelyessentiato the operationof a Linux systemput thatyou
still canmostlyignore. A goodLinux distribution will comewith a configurationfor init thatwill work
for mostsystemsandon thesesystemghereis nothingyou needto do aboutinit . Usually, you only
needto worry aboutinit if youhookup serialterminals dial-in (not dial-out)modemsopr if youwantto
changehedefaultrunlevel.

Whenthekernelhasstartedtself (hasbeenloadedinto memory hasstartedrunning,andhasinitialized
all device driversanddatastructuresandsuch),it finishesits own partof thebootprocesdy startinga
userlevel program,init. Thus,init is alwaysthefirst procesgits processwaumberis always1).

Thekernellooksfor init in afew locationsthathave beenhistorically usedfor it, but the properlocation
for it (onaLinux system)s/ shi n/i ni t . If thekernelcan' find init, it triesto run/ bi n/ sh, andif
thatalsofails, the startupof the systentails.

Wheninit starts,it finishesthe bootprocessy doinga numberof administratve tasks,suchaschecking
filesystemscleaningup/ t np, startingvariousservicesandstartinga getty for eachterminalandvirtual
consolewhereusersshouldbeableto log in (seeChapter8).

After the systemis properlyup, init restartgetty for eachterminalaftera userhasloggedout (sothat
thenext usercanlog in). init alsoadoptsorphanprocesseswhena processstartsa child processand
diesbeforeits child, the child immediatelybecomes child of init. Thisis importantfor various
technicalreasonsbut it is goodto know it, sinceit makesit easierto understangbrocesdists andprocess
treegraphs! Therearea few variantsof init available.MostLinux distributionsusesysvinit (written by
Miquel van Smoorenirg), which is basedn the SystemV init design.The BSD versionsof Unix have
adifferentinit. Theprimarydifferenceis run levels: SystemV hasthem,BSD doesnot (atleast
traditionally). This differenceis not essentialWe’'ll look at sysvinit only.
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Configuring init to start getty: the /etc/inittab file

Whenit startsup, init readsthe/ et ¢/ i ni t t ab configurationfile. While the systemis running,it will
re-readt, if sentthe HUP signal;? this featuremakesit unnecessarto bootthe systemto make changes
to theinit configuratiorntake effect.

The/etc/inittab file is abit complicated We'll startwith the simplecaseof configuringgetty lines.
Linesin/ et c/i ni t t ab consistof four colon-delimitedfields:

id:runl evel s: acti on: process

Thefieldsaredescribedelown. In addition,/ et ¢/ i ni t t ab cancontainemptylines,andlinesthatbegin
with anumbersign (‘#"); thesearebothignored.

id
Thisidentifiestheline in thefile. For getty lines, it specifiegheterminalit runson (thecharacters
after/ dev/ t t y in thedevice file name).For otherlines, it doesnt matter(exceptfor length
restrictions) put it shouldbe unique.

runle vels
Therunlevelstheline shouldbe consideredor. Therunlevelsaregivenassingledigits, without
delimiters.(Runlevelsaredescribedn the next section.)

action
Whatactionshouldbetakenby theline, e.g.,r espawn to runthe commandn the next field again,
whenit exits, or once to runit justonce.

process

Thecommando run.

To starta getty onthefirst virtual terminal(/ dev/ t t y1}), in all the normalmulti-userrun levels (2-5),
onewould write thefollowing line:
1: 2345: respawn: / shin/getty 9600 ttyl

Thefirst field saysthatthisis theline for / dev/ t t y1. Thesecondield saysthatit appliesto runlevels
2,3,4,and5. Thethird field meanghatthe commandshouldbe run again,afterit exits (sothatonecan
log in, log out, andthenlog in again). Thelastfield is the commandhatrunsgetty onthefirst virtual
terminal.®
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If youwantedto addterminalsor dial-in modemlinesto a systemyou’d addmorelinesto
/et c/inittab, onefor eachterminalor dial-in line. For moredetails,seethe manualpagesnit,
i ni ttab, andgetty.

If acommandails whenit starts,andinit is configuredtor est ar t it, it will usealot of system
resourcesinit startsit, it fails, init startsit, it fails, init startsit, it fails,andsoon, adinfinitum. To
preventthis, init will keeptrackof how oftenit restartsa commandandif thefrequeng growsto high,
it will delayfor five minutesbeforerestartingagain.

Run levels

A run levelis a stateof init andthewhole systemthatdefinesvhatsystemservicesareoperating.Run
levelsareidentifiedby numbersseeTable7-1. Thereis no consensusf how to usethe userdefinedrun
levels(2 through5). Somesystemadministratorsiserun levelsto definewhich subsystemareworking,
e.g.,whetherX is running,whetherthe network is operationalandsoon. Othershave all subsystems
alwaysrunningor startandstopthemindividually, without changingrun levels,sincerun levelsaretoo
coarsefor controllingtheir systemsYou needto decidefor yourself,but it might be easiesto follow the
way your Linux distribution doesthings.

Table 7-1. Run level numbers

0 Halt the system.

1 Single-usemode(for specialadministration).
2-5 Normaloperation(userdefined).

6 Reboot.

Runlevelsareconfiguredn / et c/ i ni t t ab by lineslike thefollowing:

12:2:wait:/etc/init.d/rc 2

Thefirst field is anarbitrarylabel,the secondonemeanghatthis appliesfor runlevel 2. Thethird field
meanghatinit shouldrunthecommandn thefourthfield once,whentherunlevel is enteredandthat
init shouldwait for it to complete.The/ et ¢/ i ni t. d/ r c commandunswhatezercommandsre
necessaryo startandstopservicego enterrunlevel 2.

Thecommandn thefourth field doesall the hardwork of settingup arunlevel. It startsserviceghat
arent alreadyrunning,andstopsserviceghatshouldnt be runningin the new runlevel ary more.
Exactlywhatthecommands, andhow run levelsareconfigured depend®n theLinux distribution.

Wheninit starts,it looksfor alinein/ et c/i nitt ab thatspecifiegshedefaultrunlevel:
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id:2:initdefaul t:

You canaskinit to goto anon-defultrunlevel at startupby giving the kernelacommandine argument
of si ngl e orener gency. Kernelcommandine argumentsanbegivenvia LILO, for example.This
allows youto choosehesingleusermode(run level 1).

While the systemis running,thetelinit commandcanchangeherunlevel. Whentherunlevel is
changedinit runstherelevantcommandrom/ et c/inittab.

Special configuration in/etc/inittab

The/ et ¢/ i ni tt ab hassomespecialfeatureghatallow init to reactto specialcircumstancesThese
specialfeaturesaremarkedby specialkeywordsin thethird field. Someexamples:

power wai t

Allowsinit to shutthe systemdown, whenthe power fails. Thisassumeshe useof a UPS,and
softwarethatwatcheghe UPSandinformsinit thatthe poweris off.

ctrlal tdel

Allowsinit to rebootthe systemwhenthe userpressestrl-alt-delonthe consolekeyboard.Note
thatthe systemadministratoicanconfigurethe reactionto ctrl-alt-delto be somethingelseinstead,
e.g.,to beignored,if thesystemis in apublic location. (Or to startnethack.)

sysinit

Commando berunwhenthe systemis booted.This commandusuallycleansup/ t np, for
example.

Thelist aboveis notexhaustize. Seeyouri ni t t ab manualpagefor all possibilities,andfor detailson
how to usetheabove ones.

Booting in single user mode

An importantrun level is singleusermode(runlevel 1), in which only the systemadministratoiis using
themachineandasfew systemservicesjncludinglogins,aspossiblearerunning. Singleusermodeis
necessarjor afew administratve tasks,* suchasrunningfsck ona/ usr partition, sincethis requires
thatthe partitionbe unmountedandthatcant happenunlesgust aboutall systemservicesarekilled.
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A runningsystemcanbetakento singleusermodeby usingtelinit to requestunlevel 1. At bootup,it
canbeenteredy giving theword si ngl e or emer gency onthekernelcommandine: thekernelgives
thecommandine to init aswell, andinit understandérom thatword thatit shouldnt usethedefaultrun
level. (Thekernelcommandine is enteredn away thatdepend®n how you bootthe system.)

Bootinginto singleusermodeis sometimesiecessargothatonecanrunfsck by hand,beforeanything
mountsor otherwisetouchesabroken/ usr partition(ary actiity onabrokenfilesystemis likely to
breakit more,sofsck shouldberunassoonaspossible).

Thebootupscriptsinit runswill automaticallyentersingleusermode,if the automatidsck atbootup
fails. Thisis anattemptto preventthe systemfrom usinga filesystemthatis sobrokenthatfsck cant fix
it automatically Suchbreakagas relatively rare,andusuallyinvolvesa brokenharddisk or an
experimentakernelreleasebut it’s goodto be prepared.

As a securitymeasurea properlyconfiguredsystemwill askfor the root passverd beforestartingthe
shellin singleusermode.Otherwisejt would be simpleto justentera suitableline to LILO to getin as
root. (Thiswill breakif / et ¢/ passwd hasbeenbrokenby filesystemproblemspf courseandin that
caseyou'd betterhave abootfloppy handy)

Notes

1. init itselfis notallowedto die. You cant kill init evenwith SIGKILL.
2. Usingthecommandkill -HUP 1 asroot, for example

3. Differentversionsof getty arerun differently. Consultyour manualpage,andmake sureit is the
correctmanualpage.

4. It probablyshouldnt be usedfor playingnethack.
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“l dont careto belongto aclubthatacceptgpeoplelike measamember’ (GrouchoMarx)

This sectiondescribesvhathappensvhena userlogsin or out. Thevariousinteractionsof background
processedpg files, configurationfiles,andsoon aredescribedn somedetail.

Logins via terminals

Figure8-1shows how loginshappervia terminals.First, init makessurethereis a getty programfor the
terminalconnection(or console).getty listensat theterminalandwaitsfor the userto notify thatheis
readyto login in (this usuallymeanghatthe usermusttype something) Whenit noticesa user getty
outputsawelcomemessagéstoredin / et c/ i ssue), andpromptsfor theusernameandfinally runsthe
login program.login getsthe usernamesa parameterandpromptsthe userfor thepassverd. If these
match,login startsthe shellconfiguredfor theuser;elseit just exits andterminateghe procesgperhaps
aftergiving the useranotherchanceat enteringthe usernamendpassverd). init noticesthatthe process
terminatedandstartsa new getty for theterminal.
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Figure 8-1. Logins via terminals: the interaction of init, getty, login, and the shell.

START

init; fork +

exec("/sbin/getty")

getty: wait for user

getty: read username
exec("/bin/login™)

login: read password

login: exit

do they match?

yes

login: exec("/bin/sh")

sh: read and execute
commands

sh: exit

Notethatthe only new processs the onecreatedoy init (usingthef or k systemcall); getty andlogin
only replacethe programrunningin the procesqusingtheexec systemcall).
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A separat@rogram for noticingtheuser is neededor seriallines,sinceit canbe (andtraditionallywas)
complicatedo noticewhenaterminalbecomesctive. getty alsoadaptdo the speedandothersettings
of theconnectionwhich is importantespeciallyfor dial-in connectionswheretheseparametersnay
changerom call to call.

Therearesereralversionsof getty andinit in use,all with theirgoodandbadpoints. It is agoodideato
learnabouttheversionson your systemandalsoaboutthe otherversiongyou couldusethe Linux
SoftwareMapto searchthem).If you don't have dial-in’s, you probablydon't have to worry aboutgetty,
butinit is still important.

Logins via the netw ork

Two computersn the samenetwork areusuallylinkedvia a singlephysicalcable.Whenthey
communicateverthe network, the programsn eachcomputeithattake partin thecommunicatiorare
linkedvia avirtual connectionasortof imaginarycable.As far asthe programsat eitherendof the
virtual connectiorareconcernedthey have amonopolyon their own cable.However, sincethe cableis
notreal,only imaginary the operatingsystemsf both computersanhave severalvirtual connections
sharethe samephysicalcable.This way, usingjust asinglecable,several programscancommunicate
without having to know of or careaboutthe othercommunicationslt is evenpossibleto have several
computersisethe samecable;thevirtual connectiongxist betweerntwo computersandthe other
computersggnorethoseconnectionshatthey don't take partin.

That's acomplicatedandover-abstractediescriptionof thereality. It might, however, be goodenoughto
understandhe importantreasorwhy network loginsaresomavhatdifferentfrom normallogins. The
virtual connectionareestablishedvhentherearetwo programsn differentcomputerghatwish to
communicateSinceit is in principle possibleto login from arny computeiin a network to ary other
computerthereis a hugenumberof potentialvirtual communicationsBecauseof this, it is not practical
to starta getty for eachpotentiallogin.

Thereis asingleprocessnetd (correspondingo getty) thathandlesall network logins. Whenit notices
anincomingnetwork login (i.e., it noticesthatit getsa new virtual connectiorto someothercomputer),
it startsanew procesdo handlethatsinglelogin. Theoriginal processemainsandcontinuedo listenfor
new logins.

To make thingsa bit morecomplicatedthereis morethanonecommunicatiorprotocolfor network
logins. Thetwo mostimportantonesaretelnet andrlogin. In additionto logins,therearemary other
virtual connectionghatmaybe made(for FTE Gopher HTTP, andothernetwork services)It would be
ineffective to have a separat@rocesdisteningfor a particulartype of connectionsoinsteadhereis only
onelistenerthatcanrecognizethetype of the connectiorandcanstartthe correcttype of programto
provide the service.This singlelisteneris called\cmd{inetd}; seethe Linux NetworkAdministators’
Guidefor moreinformation.
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What login does

Thelogin programtakescareof authenticatinghe user(makingsurethatthe usernamendpassverd
match),andof settingup aninitial ervironmentfor the userby settingpermissiongor the serialline and
startingthe shell.

Part of theinitial setupis outputtingthe contentsof thefile / et c/ not d (shortfor messagef theday)
andcheckingfor electronicmail. Thesecanbedisabledby creatingafile called. hushl ogi n in the
users homedirectory

If thefile / et ¢/ nol ogi n exists,loginsaredisabled.Thatfile is typically createdoy shutdown and
relatives.login checksfor thisfile, andwill refuseto acceptaloginif it exists. If it doesexist, login
outputsits contentdo theterminalbeforeit quits.

login logsall failedlogin attemptdn asystemlog file (via syslog. It alsologsall loginsby root. Both of
thesecanbeusefulwhentrackingdown intruders.

Currentlyloggedin peoplearelistedin / var / r un/ ut mp. Thisfile is valid only until the systemis next
rebootedor shutdown; it is clearedwhenthe systemis booted.lt lists eachuserandtheterminal(or
network connectionheis using,alongwith someotherusefulinformation. Thewho, w, andother
similar commanddook in ut np to seewho areloggedin.

All successfuloginsarerecordednto/ var/ | og/ wt np. Thisfile will grow withoutlimit, soit mustbe
cleanedegularly, for exampleby having aweeklycron job to clearit. * Thelast commandorowses

Wt .

Bothut np andwt np arein abinaryformat(seetheut np manualpage);it is unfortunatelynot
corvenientto examinethemwithout specialprograms.

X and xdm

XXX X implementdoginsvia xdm; also: xterm-Is

Access contr ol

Theuserdatabasés traditionally containedn the/ et ¢/ passwd file. Somesystemsaiseshadow
passwods andhave movedthe passverdsto /etc/shadav. Siteswith mary computerghatsharethe
accountsiseNIS or someothermethodto storethe userdatabasethey might alsoautomaticallycopy
thedatabasé&om onecentrallocationto all othercomputers.

Theuserdatabaseontainsnot only the passwerds,but alsosomeadditionalinformationaboutthe users,
suchastheir realnameshomedirectories andlogin shells.This otherinformationneedgo be public, so

81



Chapter8. Logging In AndOut

thatanyonecanreadit. Thereforethe passverd is storedencrypted.This doeshave the dravbackthat
arnyonewith accesgo theencryptedrassverd canusevariouscryptographicamethodgo guesst,
withouttrying to actuallylog into the computer Shadev passverdstry to avoid this by moving the
passwverd into anotheffile, which only root canread(the passwverd is still storedencrypted) However,
installingshadav passverdslaterontoa systemthatdid not supporthemcanbedifficult.

With or without passverds,it is importantto make surethatall passverdsin a systemaregood,i.e., not
easilyguessableThecrack programcanbe usedto crackpasswverds;arny passverd it canfind is by
definitionnota goodone.While crack canberun by intruders,it canalsoberun by the system
adminstratoto avoid badpasswerds. Goodpasswerdscanalsobe enforcedby the passwdprogram;this
is in factmoreeffectivein CPUcycles,sincecrackingpassverdsrequiresquite alot of computation.

Theusergroupdatabasés keptin / et c/ gr oup; for systemswith shadav passverds,therecanbea
/ et ¢/ shadow. gr oup.

root usuallycan' login via mostterminalsor the network, only via terminalslistedin the
/ et c/ secur et ty file. Thismakesit necessaryo getphysicalaccesso oneof theseterminals.lt is,
however, possibleto log in via any terminalasary otheruser andusethe sucommando becomeroot.

Shell startup

Notes

Whenaninteractie login shellstarts,it automaticallyexecutesoneor morepre-definediles. Different
shellsexecutedifferentfiles; seethe documentatiomf eachshellfor furtherinformation.

Most shellsfirst run someglobalfile, for example,the Bourneshell (/bin/sh) andits derivativesexecute
/et c/ profil e;in addition,they execute. profi | e in theusershomedirectory / etc/ profil e
allows the systemadministratoto have setup acommonuserenvironment,especiallyby settingthe
PATH to includelocal commandirectoriesin additionto the normalones.On the otherhand,

. profil e allowstheuserto customizethe ervironmentto his own tastesy overriding,if necessarythe
defaultervironment.

1. GoodLinux distributionsdo this out of thebox.
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“The similaritiesof sysadminsanddrugdealersbhothmeasurestuff in K’'s,andboth have users.”(Old, tired
computefoke.)

This chapterexplainshow to createnew useraccountshow to modify the propertiesf thoseaccounts,
andhow to remove theaccountsDifferentLinux systemdave differenttoolsfor doingthis.

What's an account?

Whena computetlis usedby mary peopleit is usuallynecessaryo differentiatebetweerthe users for
example,sothattheir privatefiles canbekeptprivate. This is importantevenif the computercanonly be
usedby asinglepersonatatime, aswith mostmicrocomputers! Thus,eachuseris givena unique
usernameandthatnameis usedto log in.

Theres moreto a userthanjustaname however. An accountis all thefiles, resourcesandinformation
belongingto oneuser Thetermhintsat banks,andin acommerciakystemeachaccountusuallyhas
somemoney attachedo it, andthatmoney vanishesat differentspeedsiependingon how muchtheuser
stressesghe system.For example,disk spacemight have a price per megabyteandday, andprocessing
time might have aprice persecond.

Creating a user

TheLinux kernelitself treatsusersaremerenumbers Eachuseris identifiedby a uniqueinteger, the
userid or uid, becauseiumbersarefasterandeasierfor acomputerto procesghantextual namesA
separatelatabaseutsidethe kernelassignsa textual name the usernameto eachuserid. Thedatabase
containsadditionalinformationaswell.

To createa user you needto addinformationaboutthe userto theuserdatabaseandcreatea home
directoryfor him. It mayalsobenecessaryo educatdhe user andsetup a suitableinitial ernvironment
for him.

Most Linux distributionscomewith a programfor creatingaccountsThereareseveralsuchprograms
available. Two commandine alternatvesareadduseranduseradd theremaybea GUI tool aswell.
Whateverthe program theresultis thatthereis little if any manualork to bedone.Evenif the details
aremary andintricate,theseprogramamalke everythingseentrivial. However, the sectioncalled
Creatinga userby handdescribesow to doit by hand.
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/ et c/ passwd and other informative files

Thebasicuserdatabasé a Unix systemis thetext file, / et ¢/ passwd (calledthe passwaod file), which
lists all valid usernameandtheir associateihformation. Thefile hasoneline perusernameandis
dividedinto sevencolon-delimitedfields:

« Username.

« Passverd,in anencryptedorm.

« Numericuserid.

« Numericgroupid.

- Full nameor otherdescriptionof account.

« Homedirectory

« Login shell(programto run atlogin).

Theformatis explainedin moredetailonthepasswd manualpage.

Any useron the systemmayreadthe passverdfile, sothatthey can,for example learnthe nameof
anothemuser This meanghatthe passverd (the secondield) is alsoavailableto everyone.The passverd
file encryptshe passverd, soin theorythereis no problem.However, theencryptionis breakable,
especiallyif thepassverdis weak(e.g.,it is shortor it canbefoundin adictionary). Thereforeit is nota
goodideato have thepassward in the passverd file.

Many Linux systemsave shadowpasswods. Thisis analternatie way of storingthe passverd: the
encryptedpassverd is storedin a separatdile, / et c/ shadow, which only rootcanread.The

/ et ¢/ passwd file only containsa specialmarlkerin thesecondield. Any programthatneeddgo verify a
useris setuid,andcanthereforeaccesshe shadev passverd file. Normalprogramswhich only usethe
otherfieldsin the passwordfile, cant getatthe passvord. 2

Picking numeric user and group ids

Onmostsystemst doesnt matterwhatthe numericuserandgroupids are,but if you usethe Network
filesystem(NFS),you needto have the sameuid andgid on all systemsThisis becauséNFSalso
identifiesuserswith thenumericuids. If youarent usingNFS,you canlet your accountreationtool
pick themautomatically

If youareusingNFS,you’ll have to beinventa mechanisnfor synchronizingaccountinformation.One
alternative is to the NIS system(seeXXX network-admin-guide).

However, you shouldtry to avoid re-usingnumericuid’s (andtextual usernameshecause¢he new owner
of theuid (or usernamejnay getaccesgo the old owner’sfiles (or mail, or whatever).
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Initial environment: /et c/ skel

Whenthe homedirectoryfor a new useris createdit is initialized with files from the/ et c/ skel
directory The systemadministratoicancreatefilesin / et c/ skel thatwill provide anicedefault
ervironmentfor users.For example,hemightcreatea/ et ¢/ skel / . profi | e thatsetstheEDITOR
ervironmentvariableto someeditorthatis friendly towardsnew users.

However, it is usuallybestto try to keep/ et c/ skel assmallaspossiblesinceit will benext to
impossibleto updateexisting users’files. For example,if the nameof thefriendly editorchangesall
existing userswould have to edittheir. prof i | e. Thesystemadministratoicouldtry to doit
automaticallywith a script,but thatis almostcertaingoingto breaksomeonesfile.

Whenever possiblejt is betterto put globalconfigurationinto globalfiles,suchas/ et c/ prof i | e. This
way it is possibleto updateit without breakingusers’own setups.

Creating a user by hand

To createa new accountmanually follow thesesteps:

« Edit/ et c/ passwd with vipw andaddanew line for the new account.Be carefulwith the syntax.Do
not editdirectlywith an editor! vipw locksthefile, sothatothercommandsvon't try to updateit at
thesametime. You shouldmake the passwordfield be‘*’, sothatit isimpossibleto log in.

- Similarly, edit/ et ¢/ gr oup with vigr, if youneedto createa new groupaswell.
« Createthe homedirectoryof the userwith mkdir .
« Copy thefilesfrom/ et c/ skel tothenew homedirectory

« Fix ownershipsandpermissionsvith chown andchmod. The-R optionis mostuseful. Thecorrect
permissionvary alittle from onesiteto anotherbut usuallythe following commandslo theright
thing:
cd /home/ newuser nane
chown -R usernane. group .
chrmod -R go=u, go-w .
chrmod go= .

« Setthe passverd with passwd

After you setthe passvord in thelaststep,theaccountwill work. You shouldnt setit until everything
elsehasbeendone,otherwisethe usermayinadwertentlylog in while you're still copying thefiles.

It is sometimesiecessaryo createdummyaccounts thatarenot usedby people.For example,to setup
ananorymousFTP sener (sothatanyonecandownloadfiles from it, without having to getanaccount
first), you needto createanaccountcalledftp. In suchcasesit is usuallynot necessaryo setthe
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passverd (laststepabore). Indeedit is betternotto, sothatno-onecanusetheaccountunlesshey first
becomeroot, sinceroot canbecomeary user

Changing user proper ties

Thereareafew commandgor changingvariouspropertiesof anaccounfi.e., therelevantfield in
/ et c/ passwd):

chfn

Changehefull namefield.

chsh

Changehelogin shell.

passwd
Changehepassverd.

The superusermay usethesecommandgo changehe propertiesof any account.Normaluserscanonly
changehe propertieof their own account.It maysometimede necessaryo disablethesecommands
(with chmod) for normalusersfor examplein anernvironmentwith mary novice users.

Othertasksneedto bedoneby hand.For example,to changehe usernameyou needto edit

/ et c/ passwd directly (with vipw, remember)Lik ewise,to addor remove the userto moregroups,you
needto edit/ et c/ gr oup (with vigr). Suchtaskstendto berare,however, andshouldbe donewith
caution:for example,if you changehe usernamee-mailwill nolongerreachthe user unlessyou also
createamail alias.*

Removing a user

To remove auser youfirst remove all his files, mailboxes,mail aliasesprint jobs,cron andat jobs,and
all otherreferenceso theuser Thenyou removetherelevantlinesfrom/ et ¢/ passwd and

/ et c/ gr oup (remembeto remove theusernamdrom all groupsit’s beenaddedo). It maybeagood
ideato first disablethe account(seebelow), beforeyou startremoving stuff, to preventthe userfrom
usingtheaccounwhile it is beingremoved.

Remembethatusersmayhave files outsidetheir homedirectory Thefind commandanfind them:
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find / -user usernane

However, notethatthe abore commandwill take alongtime,if you have largedisks.If you mount
network disks,you needto be carefulsothatyou won't trashthe network or the sener.

SomelLinux distributionscomewith specialcommandgo do this; look for deluseror userdel However,
it is easyto doit by handaswell, andthe commandsnight not do everything.

Disabling a user temporaril y

It is sometimesecessaryo temporarilydisableanaccountwithoutremoving it. For example theuser
might nothave paid his fees,or the systemadministratomay suspecthata cracler hasgotthe passverd
of thataccount.

Thebestway to disableanaccountis to changédts shellinto a specialprogramthatjust printsamessage.
This way, whoevertriesto log into theaccountwill fail, andwill know why. Themessageantell the
userto contactthe systemadministratoisothatary problemsmaybe dealtwith.

It would alsobe possibleto changethe usernamer passverd to somethingelse,but thentheuserwon’t
know whatis goingon. Confusedusersneanmorework. °

A simpleway to createthe specialprogramss to write ‘tail scripts’:

#/usr/bin/tail +2
Thi s account has been cl osed due to a security breach.
Pl ease call 555-1234 and wait for the men in black to arrive.

Thefirst two characterg' #! ) tell thekernelthattherestof theline is acommandhatneedgo berunto
interpretthisfile. Thetail commandn this caseoutputseverythingexceptthefirst line to the standard
output.

If userbillg is suspectedf a securitybreachthe systemadministratomwould do somethindik e this:

# chsh -s /Jusr/local/lib/no-1ogin/security billg

# su - tester

Thi s account has been closed due to a security breach.

Pl ease cal |l 555-1234 and wait for the men in black to arrive.
#

Thepurposeof thesuis to testthatthe changewvorked, of course.

Tail scriptsshouldbekeptin a separatalirectory sothattheirnamesdon't interferewith normaluser
commands.
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Notes

1. It mightbequiteembarrassing my sistercouldreadmy love letters.

2. Yes,thismeanghatthe passverd file hasall theinformationabouta userexcepthis passverd. The
wonderof development.

Surrealusers?

4. Theusersnamemight changedueto marriagefor example,andhe might wantto have hisusername
reflecthis new name.}

5. Butthey canbesofun, if you'rea BOFH.
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Hardwareis indeterministicallyreliable.
Softwareis deterministicallyunreliable.
Peopleareindeterministicallyunreliable.
Natureis deterministicallyreliable.

This chapterexplainsaboutwhy, how, andwhento make backupsandhow to restorethingsfrom
backups.

On the impor tance of being backed up

Your datais valuable.It will costyoutime andeffort re-creatdt, andthatcostsmoney or atleast
personalrief andtears;sometimest cant evenbere-createde.qg.,if it is theresultsof some
experiments Sinceit is aninvestmentyou shouldprotectit andtake stepsto avoid losingit.

Therearebasicallyfour reasonsvhy you might losedata: hardwarefailures,softwarebugs,human
action,or naturaldisasters® Althoughmodernhardwaretendsto be quitereliable,it canstill break
seeminglyspontaneouslyThe mostcritical pieceof hardwarefor storingdatais the harddisk, which
reliesontiny magnetidieldsremainingintactin aworld filled with electromagnetiaoise.Modern
softwaredoesnt eventendto bereliable;arock solid programis anexception,notarule. Humansare
quiteunreliable they will eithermake a mistale, or they will be maliciousanddestry dataon purpose.
Naturemight notbeevil, butit canwreakhasoc evenwhenbeinggood.All in all, it is asmallmiracle
thatanythingworksatall.

Backupsareaway to protecttheinvestmenin data.By having severalcopiesof thedata,it doesnot
matterasmuchif oneis destrged(the costis only thatof therestoratiorof thelost datafrom the
backup).

It isimportantto do backupgproperly Like everythingelsethatis relatedto the physicalworld, backups
will fail sooneror later. Part of doingbackupswell is to make surethey work; you don't wantto notice
thatyour backupsdidn’t work. 2 Adding insultto injury, you might have abadcrashjust asyou're
makingthebackup;if you have only onebackupmedium,it mightdestryedaswell, leaving you with
the smokingasheof hardwork. ® Or you might notice,whentrying to restore thatyou forgotto backup
somethingmportant,like the userdatabasen a 15000usersite. Bestof all, all your backupsmightbe
working perfectly but the lastknown tapedrive readingthe kind of tapesyou usedwasthe onethatnow
hasa bucketful of waterin it.

Whenit comesto backupsparanoiais in thejob description.
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Selecting the backup medium

Themostimportantdecisionregardingbackupss the choiceof backupmedium.You needto consider
cost,reliability, speedavailability, andusability.

Costis important,sinceyou shouldpreferablyhave severaltimesmorebackupstoragehanwhatyou
needfor thedata.A cheapmediumis usuallya must.

Reliability is extremelyimportant,sincea brokenbackupcanmake a grown mancry. A backupmedium
mustbe ableto hold datawithout corruptionfor years.Theway you usethe mediumaffectsit reliability
asabackupmedium.A harddiskis typically very reliable,but asa backupmediumit is notvery
reliable,if it is in the samecomputerasthe disk you arebackingup.

Speeds usuallynotvery important,if backupscanbedonewithoutinteraction.lt doesnt matterif a
backuptakestwo hours,aslong asit needsno supervisionOntheotherhand,if thebackupcant be
donewhenthe computemwould otherwisebeidle, thenspeeds anissue.

Availability is obviously necessarysinceyou can't useabackupmediumif it doesnt exist. Lessobvious
is the needfor the mediumto be availableevenin the future,andon computerstherthanyour own.
Otherwiseyou maynotbe ableto restoreyour backupsaftera disaster

Usability is alargefactorin how oftenbackupsaremade.Theeasietit is to make backupsthe better A
backupmediummustnt be hardor boringto use.

Thetypical alternatvesarefloppiesandtapes.Floppiesarevery cheapfairly reliable,notvery fast,very
available,but notvery usablefor largeamountsof data. Tapesarecheapto somevhatexpensve, fairly
reliable,fairly fast,quite available,and,dependingn thesizeof thetape,quite comfortable.

Thereareotheralternatves. They areusuallynot very goodon availability, but if thatis nota problem,
they canbebetterin otherways. For example,magneto-opticatliskscanhave goodsidesof bothfloppies
(they’rerandomaccessmakingrestoratiorof a singlefile quick) andtapes(containalot of data).

Selecting the backup tool

Therearemary toolsthatcanbeusedto make backups.ThetraditionalUNIX toolsusedfor backupsare
tar, cpio, anddump. In addition,therearelarge numberof third party packagegbothfreewvareand
commercialithatcanbeused.The choiceof backupmediumcanaffect the choiceof tool.

tar andcpio aresimilar, andmostly equivalentfrom a backuppoint of view. Both arecapableof storing
files ontapesandretrieving files from them.Both arecapableof usingalmostary media,sincethe
kerneldevice driverstake careof thelow level device handlingandthe devicesall tendto look alike to
userlevel programs.SomeUNIX versionsof tar andcpio mayhave problemswith unusuafiles
(symboliclinks, device files, files with verylong pathnamesandsoon), but the Linux versionsshould
handleall files correctly
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dump is differentin thatit readsthefilesystendirectly andnot via thefilesystem.It is alsowritten
specificallyfor backupstar andcpio arereally for archiving files, althoughthey work for backupsas
well.

Readingthefilesystemdirectly hassomeadwantageslt makesit possibleto backfiles up without
affectingtheir time stampsfor tar andcpio, youwould have to mountthefilesystenread-onlyfirst.
Directly readingthefilesystemis alsomoreeffective, if everythingneedgo bebaclkedup, sinceit canbe
donewith muchlessdisk headmovement.The major disadwantagds thatit makesthe backupprogram
specificto onefilesystemtype;the Linux dump programunderstandthe ext2 filesystemonly.

dump alsodirectly supportsdackuplevels (whichwe’ll bediscussingelow); with tar andcpio this has
to beimplementedvith othertools.

A comparisorof thethird party backuptoolsis beyondthe scopeof this book. The Linux SoftwareMap
lists mary of thefreewareones.

Simple backups

A simplebackupschemads to backup everythingonce thenbackup everythingthathasbeenmodified
sincethe previousbackup.Thefirst backupis calleda full badkup, the subsequentnesareincremental
badups A full backupis oftenmorelaboriusthanincrementabnes sincethereis moredatato write to
thetapeanda full backupmight notfit ontoonetape(or floppy). Restoringfrom incrementabackups
canbemary timesmorework thanfrom afull one.Restoratiorcanbe optimizedsothatyou always
backup everythingsincethe previousfull backup;this way, backupsarea bit morework, but there
shouldneverbeaneedto restoremorethana full backupandanincrementabackup.

If youwantto make backupsvery dayandhave six tapesyou couldusetape~1for thefirst full backup
(say onaFriday),andtapes? to 5 for theincrementabackupgMondaythroughThursday). Thenyou
malke a new full backupon tapeb6 (second-riday),andstartdoingincrementabneswith tapes2 to 5
again.You don't wantto overwritetapel until you've gotanew full backupestsomethinghappens
while you're makingthe full backup.After you've madeafull backupto tape6, youwantto keeptapel
someavhereelse,sothatwhenyour otherbackuptapesaredestryedin thefire, you still have atleast
somethindeft. Whenyou needto make the next full backup,you fetchtapel andleave tape6 in its
place.

If you have morethansix tapesyou canusethe extra onesfor full backups Eachtime you make afull
backup,you usethe oldesttape.This way you canhave full backupsrom severalpreviousweeks which
is goodif youwantto find anold, now deletedfile, or anold versionof afile.

Making backups with tar
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A full backupcaneasilybe madewith tar:

# tar -create -file /dev/ftape /usr/src
tar: Removing |leading / from absolute path nanes in the archive
#

Theexampleabove usesthe GNU versionof tar andits long optionnames Thetraditionalversionof
tar only understandsinglecharacteoptions. The GNU versioncanalsohandlebackupghatdon't fit
on onetapeor floppy, andalsovery long paths;notall traditionalversionscando thesethings. (Linux
only usesGNU tar.)

If your backupdoesnt fit on onetape,you needto usethe—multi-volume(-M) option:

# tar -cM /[dev/fdOH1440 /usr/src

tar: Rempving |leading / from absolute path nanes in the archive
Prepare vol ume \#2 for /dev/fdOH1440 and hit return

#

Notethatyou shouldformatthe floppiesbeforeyou begin the backup,or elseuseanothemwindow or
virtual terminalanddo it whentar asksfor a new floppy.

After you've madeabackup,you shouldcheckthatit is OK, usingthe—compareg-d) option:

# tar -conpare -verbose -f /dev/ftape
usr/src/

usr/src/linux
usr/src/linux-1.2.10-i ncl udes/

#

Failing to checkabackupmeanghatyou will notnoticethatyour backupsarent working until after
you'velosttheoriginal data.

An incrementabackupcanbedonewith tar usingthe—newer (-N) option:

# tar -create -newer '8 Sep 1995 -file /dev/ftape /usr/src -verbose
tar: Renmpbving |leading / from absolute path nanes in the archive

usr/src/
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.
usr/src/linux-1.

.10-i ncl udes/

10-i ncl udes/ i ncl ude/

10-i ncl udes/ i ncl ude/ | i nux/

10-i ncl udes/ i ncl ude/ | i nux/ nodul es/
10-i ncl udes/i ncl ude/ asm generi c/
10-i ncl udes/ i ncl ude/ asm i 386/

.10-i ncl udes/ i ncl ude/ asm m ps/

.10-i ncl udes/ i ncl ude/ asm al pha/

MNRD RN ND
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usr/src/linux-1.2.10-incl udes/i ncl ude/ asm n68k/
usr/src/linux-1.2.10-incl udes/incl ude/ asm sparc/
usr/src/patch-1.2.11. gz

#

Unfortunatelytar cant noticewhenafile’sinodeinformationhaschangedfor example thatit’s
permissiorbits have beenchangedor whenits namehasbeenchangedThis canbeworkedaround
usingfind andcomparingcurrentfilesystemstatewith lists of files thathave beenpreviously bacledup.
Scriptsandprogramdor doingthis canbefoundon Linux ftp sites.

Restoring files with tar
The—extract(-x) optionfor tar extractsfiles:

# tar -extract -sane-perm ssions -verbose -file /dev/fdOH1440
usr/srcl/

usr/src/linux

usr/src/linux-1.2.10-incl udes/
usr/src/linux-1.2.10-incl udes/i ncl ude/
usr/src/linux-1.2.10-incl udes/i ncl ude/l i nux/
usr/src/linux-1.2.10-incl udes/include/linux/hdreg.h
usr/src/linux-1.2.10-incl udes/i ncl ude/linux/kernel .h

#

You alsoextractonly specificfiles or directoriegwhichincludesall their files andsubdirectorieshy
namingon thecommandine:

# tar xpvf /dev/fdOH1440 usr/src/linux-1.2.10-includes/include/linux/hdreg.h
usr/src/linux-1.2.10-incl udes/include/linux/hdreg.h

#

Usethe-list (-t) option, if you justwantto seewhatfiles areon abackupvolume:
# tar -list -file /dev/fdOH1440

usr/src/

usr/src/linux

usr/src/linux-1.2.10-i ncl udes/

usr/src/linux-1.2.10-incl udes/incl ude/
usr/src/linux-1.2.10-incl udes/i ncl ude/ | i nux/
usr/src/linux-1.2.10-incl udes/include/linux/hdreg.h
usr/src/linux-1.2.10-incl udes/include/linux/kernel.h

#
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Notethattar alwaysreadshebackupvolumesequentiallysofor largevolumesit is ratherslow. It is not
possible however, to userandomaccesslatabaséechniquesvhenusingatapedrive or someother
sequentiamedium.

tar doesnt handledeletedfiles properly If you needto restorea filesystemfrom afull andan
incrementabackup,andyou have deleteda file betweerthetwo backupsit will exist againafteryou
have donetherestore.This canbea big problem,if thefile hassensitve datathatshouldnolongerbe
available.

Multile vel backups

The simplebackupmethodoutlinedin the previous sectionis oftenquite adequatdor personaliseor
smallsites.For moreheavy duty use,multilevel backupsaremoreappropriate.

The simplemethodhastwo backuplevels: full andincrementabackups.This canbegeneralizedo ary
numberof levels. A full backupwould belevel 0, andthedifferentlevelsof incrementabackupdevels
1,2, 3, etc. At eachincrementabackuplevel you backup everythingthathaschangedincethe previous
backupatthe sameor a previouslevel.

The purposefor doingthisis thatit allows alongerbadkuphistory cheaply In theexamplein the
previoussection the backuphistorywentbackto the previousfull backup.This couldbe extendedby
having moretapesput only aweekpernew tape,which mightbetoo expensve. A longerbackup
historyis useful,sincedeletedor corruptedfiles areoftennot noticedfor alongtime. Evenaversionof a
file thatis notvery up to dateis betterthannofile atall.

With multiple levelsthe backuphistory canbe extendedmorecheaply For example,if we buy tentapes,
we couldusetapesl and2 for monthlybackupgfirst Friday eachmonth),tapes3 to 6 for weekly
backupgqotherFridays;notethattherecanbefive Fridaysin onemonth,sowe needfour moretapes),
andtapesy to 10 for daily backupgMondayto Thursday) With only four moretapeswe’ve beenable
to extendthe backuphistoryfrom two weeks(afterall daily tapeshave beenused)to two months.It is
truethatwe cant restoreevery versionof eachfile duringthosetwo months but whatwe canrestoreis
oftengoodenough.

Figure10-1shavswhich backuplevel is usedeachday, andwhich backupscanberestoredrom atthe
endof themonth.
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Figure 10-1. A samplemultile vel backup schedule.

¢ s

1 3 4 5 6 2 3 Tape number

02221 22221 22221 22221 22220 22221 2222 22221 222 Backup level
L1l [

1 8 15 22 29 311 8 15 22 29 31 Day of month
Mon Mon Mon Mon Mon Mon Mon Mon Mon

Backuplevelscanalsobe usedto keepfilesystermrestoratiortime to a minimum. If you have mary
incrementabackupswvith monotonoushgrowing level numbersyou needto restoreall of themif you
needto rekuild the wholefilesystem. Insteadyou canuselevel numberghatarent monotonousand
keepdown the numberof backupdgo restore.

To minimizethe numberof tapesneededo restore you couldusea smallerlevel for eachincremental
tape.However, thenthetime to make the backupsncreasegeachbackupcopieseverythingsincethe
previousfull backup).A betterschemes suggestedy the dump manualpageanddescribedy the
tableXX (efficient-backup-lgels).Usethefollowing successiowf backuplevels: 3,2,5,4,7,6,9, 8,9,
etc. This keepshoththe backupandrestoretimeslow. Themostyou have to backupis two day’s worth
of work. Thenumberof tapesfor arestoredepend®n how long you keepbetweerfull backupshut it is
lessthanin thesimpleschemes.

Table 10-1. Efficient backup schemeusing many backup levels

Tape Level Backup (days) Restore tapes
1 0 n/a 1

2 3 1 1,2

3 2 2 1,3

4 5 1 1,2,4

5 4 2 1,2,5

6 7 1 1,2,5,6

7 6 2 1,2,5,7

8 9 1 1,2,5,7,8

9 8 2 1,2,5,7,9

10 9 1 1,2,5,7,9,10

95



Chapter10. Badkups

11 9 1 1,2,5,7,9,10,11

9 1 1,2,5,7,9,10,11,...

A fang schemecanreducetheamountof laborneededbut it doesmeantherearemorethingsto keep
trackof. Youmustdecideif it is worthit.

dump hasbuilt-in supportfor backuplevels. For tar andcpio it mustbeimplementedvith shellscripts.

What to back up

Youwantto backup asmuchaspossible The majorexceptionis softwarethatcanbe easilyreinstalled;
but eventhey may have configuratiorfiles thatit is importantto backup, lestyou needto do all thework
to configurethemall overagain.Anothermajorexceptionis the/ pr oc filesystem;sincethatonly
containsdatathatthe kernelalwaysgenerateautomaticallyit is never agoodideato backit up.
Expeciallythe/ pr oc/ kcor e file is unnecessarginceit is justanimageof your currentphysical
memory;it's pretty largeaswell.

Grayareasncludethe news spool,log files,andmary otherthingsin / var . You mustdecidewhatyou
considerimportant.

The obviousthingsto backup areuserfiles (/ home) andsystemconfiguratiorfiles (/ et ¢, but possibly
otherthingsscattereall overthefilesystem).

Compressed backups

Backupstake a lot of spacewhich cancostquitealot of mongy. To reducethe spaceneededthe
backupscanbecompressedThereareseveralwaysof doingthis. Someprogramshave supportfor for
compressiofuilt in; for example the—gzip (-z) optionfor GNU tar pipesthewholebackupthroughthe
gzip compressiomprogram beforewriting it to the backupmedium.

Unfortunately compressetackupscancauserouble. Dueto the natureof how compressionvorks, if a
singlebit is wrong, all therestof thecompressedatawill beunusable Somebackupprogramshave
somebuilt in errorcorrection but no methodcanhandlea largenumberof errors.This meanghatif the
backupis compressetheway GNU tar doesit, with thewhole outputcompressedsa unit, asingle
errormakesall therestof thebackuplost. Backupsmustbereliable,andthis methodof compressiofis
notagoodidea.

An alternative way is to compres®achfile separatelyThis still meanghatthe onefile is lost, but all
otherfiles areunharmedThelost file would have beencorruptedanyway, sothis situationis notmuch
worsethannotusingcompressiomtall. The afio program(a variantof cpio) candothis.
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Compressiotiakessometime, which may make the backupprogramunableto write datafastenoughfor
atapedrive. ® This canbe avoidedby buffering the output(eitherinternally, if the backupprogramif
smartenoughpr by usinganotherprogram) but eventhatmight not work well enough.This shouldonly
beaproblemon slow computers.

Notes

Thefifth reasoris “somethingelse”.
Don't laugh. This hashappenedo several people.
Beenthere,donethat...

You getto decidewhat’s easy Somepeopleconsideiinstalling from dozensof floppieseasy

o &~ 0 DR

If atapedrive doesnt datafastenoughijt hasto stop;this makesbackupsvenslower, andcanbe
badfor thetapeandthedrive.
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“Timeis anillusion. Lunchtimedoubleso.” (DouglasAdams.)

This chapterexplainshow a Linux systemkeepstime, andwhatyou needto do to avoid causingrouble.
Usually, youdon't needto do anything abouttime, but it is goodto understand.

Time zones

Time measuremeris basedon mostly regularnaturalphenomenasuchasalternatingight anddark
periodscausedy therotationof the planet. Thetotal time taken by two successie periodsis constant,
but the lengthsof thelight anddark periodvary. Onesimpleconstanis noon.

Noonis thetime of thedaywhenthe Sunis atits highestposition. Sincethe Earthis round,* noon
happenat differenttimesin differentplaces.This leadsto the conceptof local time. Humansmeasure
time in mary units,mostof which aretied to naturalphenomenék e noon.As long asyou stayin the
sameplace,it doesnt matterthatlocal timesdiffer.

As soonasyou needto communicatevith distantplacesyou’ll noticethe needfor acommontime. In
moderntimes,mostof the placesin theworld communicatevith mostotherplacesin theworld, soa
globalstandardor measuringime hasbeendefined.Thistime s calleduniversaltime (UT or UTC,
formerly known asGreenwichMeanTime or GMT, sinceit usedto belocaltime in Greenwich,
England).Whenpeoplewith differentlocal timesneedto communicatethey canexpresstimesin
universaltime, sothatthereis no confusionaboutwhenthingsshouldhappen.

Eachlocaltime is calledatime zone.While geographyvould allow all placeshathave noonatthesame
time have the sametime zone,politics makesit difficult. For variousreasonsinary countriesuse
daylightsavingstime, thatis, they movetheir clocksto have morenaturallight while they work, andthen
move the clocksbackduringwinter. Othercountriesdo notdo this. Thosethatdo, do notagreewhenthe
clocksshouldbe moved,andthey changeherulesfrom yearto year This makestime zonecorversions
definitely non-trivial.

Time zonesarebestnamedby thelocationor by telling the differencebetweenocal anduniversaltime.
In theUS andsomeothercountriesthelocal time zoneshave anameandathreeletterabbreviation. The
abbreviationsarenot unique,however, andshouldnot be usedunlessthe countryis alsonamed.t is
betterto talk aboutthelocaltime in, say Helsinki, thanaboutEastEuropeartime, sincenotall countries
in EasterrEuropefollow the samerules.

Linux hasatime zonepackagehatknows aboutall existing time zonesandthatcaneasilybe updated
whentheruleschange All the systemadministratomeeddo dois to selecttheappropriatdime zone.
Also, eachusercansethis own time zone;this is importantsincemary peoplework with computersn
differentcountriesover the Internet.Whentherulesfor daylightsarzingstime changen your localtime
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zone,make sureyou’ll upgradeatleastthatpartof your Linux system.Otherthansettingthe system
time zoneandupgradingthetime zonedatafiles, thereis little needto botherabouttime.

The hardware and software clocks

A personatomputerhasa batterydrivenhardwareclock. The batteryensureshatthe clock will work
evenif therestof thecomputelis without electricity. The hardwareclock canbesetfrom the BIOS setup
screeror from whatever operatingsystemis running.

TheLinux kernelkeepdrackof time independentlfrom the hardwareclock. During theboot, Linux
setsits own clock to the sametime asthe hardwareclock. After this, bothclocksrunindependently
Linux maintainsts own clock becauséooking at the hardwareis slow andcomplicated.

Thekernelclock alwaysshows universaltime. Thisway, the kerneldoesnot needto know abouttime
zonesatall. The simplicity resultsin higherreliability andmakesit easietto updatethetime zone
information. Eachprocesshandlegime zonecorversionstself (usingstandardoolsthatarepartof the
time zonepackage).

Thehardwareclock canbein localtime or in universaltime. It is usuallybetterto haveit in universal
time, becauseéhenyou don’t needto changethe hardwareclock whendaylight savingstime beginsor
ends(UTC doesnothave DST). Unfortunately somePC operatingsystemsincludingMS-DOS,
Windows,andOS/2,assumehe hardwareclock shavs local time. Linux canhandleeither, but if the
hardwareclock shawvslocaltime, thenit mustbe modifiedwhendaylightsavzingstime beginsor ends
(otherwiset wouldn’t show localtime).

Showing and setting time

In the Debiansystemthe systemtime zoneis determinedy the symboliclink / et ¢/ | ocal ti me. This
link pointsatatime zonedatafile thatdescribeshelocal time zone.Thetime zonedatafiles arestored
in/usr/1i b/ zonei nf o. OtherLinux distributionsmay do this differently.

A usercanchangehis privatetime zoneby settingthe TZ ervironmentvariable.If it is unsetthe system
time zoneis assumedThe syntaxof the TZ variableis describedn thet zset manualpage.

The date commandshaws the currentdateandtime. 2 For example:

$ date
Sun Jul 14 21:53:41 EET DST 1996
$

Thattime is Sunday14thof July, 1996,at abouttenbeforetenattheevening,in thetime zonecalled
“EET DST” (which might be EastEuropearDaylight Savings Time). date canalsoshav the univeral
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time:

$ date -u

Sun Jul 14 18:53:42 UTC 1996
Sun Jul 14 18:53:42 UTC 1996

$

dateis alsousedto setthekernel’s softwareclock:
# date 07142157

Sun Jul 14 21:57:00 EET DST 1996

# date

Sun Jul 14 21:57:02 EET DST 1996

#

Seethe date manualpagefor moredetails;the syntaxis a bit arcane Only root cansetthetime. While
eachusercanhave his own time zonetheclockis the samefor everyone.

date only shows or setsthe softwareclock. The clock commandsyncronizeshe hardwareandsoftware
clocks. It is usedwhenthe systemboots,to readthe hardwareclock andsetthe softwareclock. If you
needto setbothclocks,youfirst setthe softwareclock with date, andthenthe hardwareclock with
clock -w.

The-u optionto clock tellsit thatthe hardwareclockis in universaltime. You mustusethe-u option
correctly If youdon't, your computemwill bequiteconfusedaboutwhatthetimeis.

The clocksshouldbe changedvith care.Many partsof a Unix systemrequirethe clocksto work
correctly For example,thecron daemorrunscommandgperiodically If you changeheclock, it canbe
confusedf whetherit needgo runthecommand®r not. On oneearly Unix systemsomeonesetthe
clock twentyyearsinto thefuture,andcron wantedto run all the periodiccommanddor twentyyearsall
atonce.Currentversionsof cron canhandlethis correctly but you shouldstill be careful.Big jumpsor
backwardjumpsaremoredangeourshansmalleror forwardones.

When the clock is wrong

TheLinux softwareclock is notalwaysaccuratelt is keptrunningby a periodictimer interrupt
generatedy PChardware.If the systemhastoo mary processesunning,it maytaketoolongto service
thetimer interrupt,andthe softwareclock startsslipping behind. The hardwareclock runsindependently
andis usuallymoreaccuratelf youbootyour computeroften (asis the casefor mostsystemghatarent
seners),it will usuallykeepfairly accuratdime.

If you needto adjustthe hardwareclock, it is usuallysimplestto reboot,go into the BIOS setupscreen,
anddoit from there.This avoidsall troublethatchangingsystemtime might cauself doingit via BIOS
is notanoption,setthe new time with date andclock (in thatorder),but be preparedo reboot,if some
partof the systemstartsactingfunny.
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A networkedcomputer(evenif just overthe modem)cancheckits own clock automaticallyby
comparingt to someothercomputerstime. If theothercomputeris known to keepvery accuratdime,
thenbothcomputerswill keepaccuratdgime. This canbe doneby usingtherdate andnetdate
commandsBoth checkthetime of aremotecomputernetdate canhandlesereralremotecomputers),

andsetthelocal computerstime to that. By runningonethesecommandsegularly, your computemwill
keepasaccuratdime asthe remotecomputer

XXX saysomethingntelligentaboutNTP

Notes

1. Accordingto recentresearch.

2. Bewareof thetime commandwhich doesnot shav the currenttime.
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Glossar y (DRAFT)

“The Librarianof the UnseerlUniversity hadunilaterallydecidedto aid comprehensioby producingan
Orang-utan/Humabictionary. He'd beenworking onit for threemonths.It wasnt easy He'd gotasfar as
‘Oook.” (Terry Pratchett;Men At Arms”)

Thisis ashortlist of word definitionsfor conceptselatingto Linux andsystemadministration.
ambition

Theactof writing funny sentence the hopeof gettingtheminto the Linux cookiefile.
application program

Softwarethatdoessomethinguseful. Theresultsof usinganapplicationprogramis whatthe
computemwasboughtfor. Seealsosystemprogram operatingsystem.

daemon

A procesdurking in the backgroundusuallyunnoticed until somethingriggersit into action. For
example the\cmd{update}daemonwakesup every thirty second®r soto flushthe buffer cache,
andthe\cmd{sendmail}daemorawakeswhen&ersomeoneendanail.

file system

The methodsanddatastructureghatanoperatingsystemusesto keeptrack of files on adisk or
partition;the way thefiles areorganizedon the disk. Also usedabouta partitionor disk thatis used
to storethefiles or thetype of thefilesystem.

glossar y

A list of wordsandexplanationsof whatthey do. Not to be confusedwith a dictionary whichis
alsoalist of wordsandexplanations.

kernel

Part of anoperatingsystenthatimplementgheinteractionwith hardwareandthe sharingof
resourcesSeealsosystemprogram.

operating system
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Glossary(DRAFT)

Softwarethatshares computersystems resourcegprocessgmemory disk spacenetwork
bandwidth,andsoon) betweerusersandthe applicationprogramshey run. Controlsaccesgo the
systemto provide security Seealsokernel,systemprogram applicationprogram.

system call

Theservicegrovidedby thekernelto applicationprogramsandtheway in which they areinvoked.
Seesection2 of themanualpages.

system program

Programghatimplementhigh level functionality of anoperatingsystemj.e., thingsthatarent
directly dependenon the hardware.May sometimesequirespecialprivilegesto run (e.g.,for
deliveringelectronicmail), but oftenjust commonlythoughtof aspartof thesystem(e.g.,a
compiler). Seealsoapplicationprogram kernel,operatingsystem.
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